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B naHHOM PykoBoOACTBe onucaHbl NpaBuia pa6oTbl C NPporpamMMoi, ee OCHOBHbIe
(pYHKLMN, NOPAAOK YCTAHOBKU U HACTPOUKHU. NMepen TeM KaKk COBEPLUMTb CBOHO
nepByO cAesnKy, NoXKanynucra, NnpouyntanTe BHUMaTesibHO PyKoBOACTBO

no sKcnJyaTaumMm, 3To NoMoXkeT BaM nsbexxartb BO3MOXKHbIX OLINGOK.

1.1 O6uwme cBeaeHus

Pabouee mecto QUIK aBAsSeTCS OCHOBHbIM MOJ/1Ib30BaTEIbCKUM MPUITOXKEHMEM MPOrPaMMHOro
KoMMnaeKkca, NnpefoCcTaBAsoWwmMM 4OCTYN K TOpraM U pbIHOYHOM MHbOopMaumn yepes UHTepHeT
B peXuMe peanbHOro BpeMeHu (MHTEPHET-TPENaNHT).

1.1.1 OcHOBHble (PyHKLUMN

Mony4yeHne nHcbopmayum

OaHa 13 OCHOBHbIX BO3MOXHOCTEN — oTobpaxkeHne 6mMpxxeBo nHpopMaunm B pexnme,
MaKCHUMasnbHO NpUBIMXEHHOM K peanibHOMY BpeMeHu. Pabouee mecto QUIK nossonser HabnwaaTtb
3a TEKYWHMNM COCTOAHMNEM pPblHKA, BKJ1HOYasa KOTUPOBKWM BTOPOIro ypoBHA (oulepep,b 3a4BOK, UM TakK
Ha3blBAEMbIN «CTaKaH» KOTUPOBOK), TaK N UCTOPUIO COBEPLUEHHbIX CAENOK. A TakxXe nonyyartb
HOBOCTU OT MHMOPMALMOHHbIX areHTCTB N 06bMeHnBaTbCcs coobweHnssMmM ¢ 6pokepoM.

Mpadukn n nHANKaTopbI

JnHamumka xona TOproe Harns4Ho npeacrasneHa Ha rpadukax. Mpadpukn B QUIK MOXHO
BbICTpanBaTtb Mo /t060My pbIHOYHOMY MapaMeTpy, C UCMOb30BaHMEM MHCTPYMEHTOB TEXHNYECKOro
aHanmsa n otobpaxxeHneMm UMcTopum Topros. B npunoxeHnn peanmsoBaHo cebiwe 30 NHANKATOPOB
TEXHMYECKOro aHanmsa, NMMHUK, yrabl u ayrn ®uboHayum, a TakxKe pMcoBaHue TPeHAOBbIX,
rOPU30HTaNIbHbIX U BEPTUKANbHbIX IMHUNA, rpadnUYecKnx n TEKCTOBbIX METOK.

CoBeplLieHne caenok

Pabouee mecto QUIK no3sonseT BUAETb COCTOSAHUSA COBCTBEHHbIX CPEACTB KNMeHTa, popMMpoBaTh
3as8BKM Ha NOKYMKY/NpoAaxy WHCTPYMEHTOB M NepeaasaTb UX Ha cepsep 6pokepa.
Moaaep>xxneBaeTcs NporpaMMHbIN BBOA 3a9BOK CPEACTBaMN BCTPOEHHbIX A3bIKOB
nporpaMmMmMpoBaHuns U BBOJ 3a8BOK C rpaduka.

CraHgapTHbIn dyHKUuMoHan Paboyero mecta QUIK no3sonseT HaCcTpoOmUTb TakK Ha3biBAaEMbI
«CKanbMepckuin ctakaH» (BM4 OKHa KOTUPOBOK), MO3BOIAIOLLMA MPU NOMOLLM KHOMOK Ha naHenu
OCYLLECTBAATb ObICTPbI BBOA 3asiBOK, B TOM 4YMC/IEe C MOMOLbI TexHonorun drag-and-drop.

DKCNOPT U UMMOPT AAHHbIX

BcTpoeHHble cpeacTBa 3KCMopTa AaHHbIX NO3BONSAKT MCNOb30BaTh MOSTYYEHHYO Mchopmau,mo
B Apyrnx nporpamMmMmax — cobcTBeHHbIX 6a3ax AaHHbIX MOJib30BaTeNs U CMCTEMaxX Tex. aHanusa.
Bo3MOXeH 3KCMopT AaHHbIX HE TOJIbLKO MO CAesikaM, HO U Mo nobbiM napamMeTpam TOpI’OBOl;‘I
ceccuun. BoiBog AaHHbIX MOXET OCYWEeCTBAATbCH KaK «TUKaMU» (T.e. No Kaxzaow cnenKe), TaK
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N «cBeykaMm» (AaHHbIMW NO MHTEpBany BpeMeHn). DKkcnopT B MS Excel n 6a3bl gaHHbIX
ocyuwecrtensercs yepe3 DDE nn6o ODBC mn3 6onbwinHcTBa Tabnuvy, nporpammel, Bkatoyas OKHO
KOTMPOBOK («CTakaH»).

NmnopT TpaH3akumin npeacrtasnaeTt cobori BO3MOXHOCTb NOAKIIIOYEHMS BHELWHNUX NpOrpamMm ass
aBToMaTusaumm GopMmMpoBaHMS M BBOAA 3asiBOK B TOProByo cuctemy. MMNopT ocyuwecTBasieTcs
nocpeacTBoM obMeHa AaHHbIMKU Yepe3 TeKCToBble dannbl uan yepes API.

1.1.2 Kak yCcTpoeH MHTepHeT-TpenauHr?

LleHTpanbHbIM 3BEHOM cucTeMbl aBnseTcsa cepeep QUIK. CepBep noAKAOUYEH K TOProBbIM
cuctemMam bBupx Yyepes cneunasnbHble «LW3bl», Nnepejarwme cepsepy nHbopMaumto o Toprax
n cpeactBax 6pokepa Ha bupxe, U NpUHUMaKOLLIME NOPYYEHMS Ha NoKynKy/npoaaxy. CepBep
ocylecTBnsieT cbop nHbopMaLnm C TOProBbiX CUCTEM U ee TPaHCASLMI0O BCEM aKTUBHbIM
(NOAKNOYEHHBIM) KIIMEHTAM C MMHMMalslbHO BO3MOXHOWM 3a/1€PXKKOMN.

q

”\lg e

Cepeep QUIK

Kﬂueﬁm

AdmuHucmpamop Knuenm

AOMWHUCTPATOpP CUCTEMbI PErUCTPUPYET NOMb30BaTeNel, yCTaHaBNMBaET AN HUX MpaBa
Ha Mosb30BaHMe MHGOpPMaLNER, a TaKXe onpeaensaeT IMMUTbI CPeACTB KIMEHTa, B npeaenax
KOTOPbIX OH MOXET COBEpLIaTb CAENKMW.

Monb3oBaTenb CUCTeMbl NosydaeT 6upxeByto MHMOPMaUmMio 0 Xxoae 6MpXKeBbIX TOProB, AOCTYMHbIX
A1 TOProBan cpencTBax M MOXeT CaMOCTOATENbHO Yy4acTBOBaTb B TOprax, nochbisias 3asBKu
B TOProBYl CMCTEMY HenocpeacTBeHHO ¢ Pabouero mecrta QUIK.

CBsa3b paboyero mecra nonb3oBaTensi C CEPBEPOM CUCTEMbI OCYLLECTBASETCS Yepes ceTb
NHTepHeT, npoTokon cBsA3n — TCP/IP. Bcsa nHpopMaumsa Mexay CEpBEPOM U K/IMEHTOM NnepeaaeTcs
B 3aWwmndpoBaHHOM Buae. Bo nsbexaHne HeCaHKLMOHMPOBAHHOIO AOCTYNA UCMONb3YyeTCs Napob.

1.2 Tpeb6oBaHusa K 06opyaoBaHuio

Tabnuuy TpeboBaHuin K 060pyA0BaHNIO N MPOrpaMMHOMY obecrneyeHnto MOXHO NOCMOTPETb
Ha odMuManbHOM
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1.

1.

3 YcTtaHOBKa nporpamMmbl

Monyuute anctpmbyTtne Pabouero mecta QUIK. Kak npaBmio, OH COAEPXUT HAaCTPOMKKN ANs
paboTbl ¢ onpegeneHHbiM cepeepoM QUIK, noaTtoMy aonxeH 6biTb MosyyYeH HEMOCPEACTBEHHO
OT opraHusaumm, obcnyxmsatowen cepsep (bpokepa nnbo 6mpxn).

3anyctuTte ncnosHsaembin dann auctpubyTtmea n cneaymTe MHCTPYKUMSM NpPOrpaMmsl
yCTaHOBKMW. 10 OKOHUYaHMKM yCTaHOBKK co3aacTtcs nanka QUIK B meHio Windows:
Myck/MporpaMmeil.

Onsa HapeXHoM B3aMMHOM naeHTUUKaLmMm cepBepHoOM 4yacTu nporpaMmHoro komnnekca QUIK
N KNIMEHTCKOM YacTu nonb3oBaTtens, a Takxe Ansa 3awmtel nHbopMaumm, nepegasaeMon no
KaHanam CBA3M, NCMNOoMb3yeTcs KpunTorpaduyeckas sawmrta nHdopmaunm. JonoaHUTENBHO
AN NOANMUCKY TpaH3aKUMIA MOXET MCMNOo/Ib30BaTbCA 3/IEKTPOHHAasA umdposas noanucb (3LM),

a TakXe MexaHu3M AByXdaKTopHoN ayTeHTudUKaummn. CpeacrTea 3awmTbl HACTPaMBaKTCS
nonb3oBaTtenem B Pabouem mecte QUIK.

Ecnv Baw 6pokep npenoctaBusl OTAENbHYIO MHCTPYKLUMIO MO HACTpolikKe ayTeHTMdmKaumm
n DUM, BbinONHUTE ee. Ecnu Takas MHCTPYKUUS He npefocTaBieHa, nonyymte y Bawero
6pokepa MHdopmMaumto, HeobxoanMyro Ans HacTpolikn B Paboyem mecte QUIK mMexaHu3MoB
ayTeHTudmkaumm 1 SUMN. JaHHas nHhopMauma 4OKHA BKAKOYATb B ceba oTBeThl Ha Takue
BOMPOChHI KaK:

Kakmm cnocobom byaeT npomcxoanTtb ayTeHTUdUKauns Ha cepeepe QUIK, kakoi
KpunTonpoBanaep 6yaeTt npu 3TOM UCMNONb30BaTbCH;

6ynet nu ncnonb3osaTtbcsa DUI, ¢ NOMOLWbBID KaKoro KpunTonposanaepa.

BbInonHMTE HAacTpokM ayTeHTUdDMKaALUMK M KpunTorpadmueckon 3alnTbl nHpopmaumum.

Onsa aToro ycraHoBuTe nnm BbibepuTe N3 cnnucka yCTaHOB/IEHHbIX KpUNTONpoBanaep, KOTOPbIN
ncnonb3yeTcs Bawmm 6pokepoM, 1 BbINOJIHUTE ero HacTporky. B cucteme QUIK
noaaepXxmneaetcs paboTta co cneayrwmMMmM KpuntonposangepaMu:

qrypto32 - 6a30BbIl MEXaHM3M ayTeHTUMMKaLUKN MO TEXHOOMMN
«My6nnuHbIN/cekpeTHbIN» Koy, OnncaHne nNpoueaypbl reHepauun Kden goctyna
cM. B PykoBoacTee nosnb3oBaTtens [porpamMmbl AN CO34aHUSA U yNPaBieHUS Ko4aMm
(KeyGen). lNMporpamMma nocrasnsieTcsa B coctaBe Anctpnbytunsa. OnmcaHue npouenypbl
HaCTPOMKM KKOYEN CM. B M.

MP - onucaHue cM. B .

OpenSSL - onncaHue cM. B n.

Job6asneHune n Bbibop KpunTonpoBangepa ans wudposanma n UM B Pabouem mecte QUIK
onwncaH B .

Ona 3anycka Paboyero mecta QUIK ncnonb3yiite spnbik UHcpopMaLMOHHO-TOpProBas cucrema
QUIK (dann info.exe).

1.3.1 HacTtpoiika s3bika

Ecnn y nonb3oBatens Pabouee mecto QUIK ycTaHOBIEHO Ha pyCCKOM A3blKe, @ B JIOKanmu
komnbtoTepa (MaHenb ynpasseHnn / Yacbl n permoH / PermoHanbHble cTaHAapThl, BKagka

PykoBopacTBo nonb3oBatensa QUIK 4
Pa3pen 1: NoaroroBka k pabote



«[JONONHUTENbHO>», pa3aen «SA3blk NporpamMM, He noaaepxusatrowmx KOHMKoA») BbiGpaH A3bIK,
OT/NINYHbLIN OT pycckoro, To B Pabouem MecTe QUIK MOryT nosiBNATbLCS HEUYMTAEMbIE CUMBOJIbI.

Ons yCTpaHeHnst HeunTaeMbiX CUMBOJIOB BbIMNOHUTE cneytowimne OENCTBUSA:

1. 3akpoiiTe Pabouyee mecto QUIK.
2. B HacTpolikax KoMnbloTepa nepenaute B pasgen NaHenb ynpaBsneHms / Yacbl 1 pervoH /

PYCCKUI SI3bIK.
lMocne BHecCeHMs BCEX M3MEHEHUI Nepeco3aanTe BCe OTKpbITbie Tabnnubl U NnepesakaxuTe
AaHHble (NYHKT MeHio Cucrema / 3akas aaHHbiX / Nepe3aka3aTb AaHHble...) 414
KOpPPEKTHOro oTobpaxkeHus.

1.4 [Oo6aBneHue u Bbl6bOp KpunTonposangepa
B HacTpoMkax Pa6ouero mecra QUIK

1.4.1

Pe>xuMm wmndppoBaHus

PervoHanbHble CTaHAAPTbI, BKIaAKa «[ONONHUTENbHO», B pa3aene «53bIK NporpamMm, He
nogaepxxunaatowmnx KOHMKOA» HAaXMUTE Ha KHOMKY «M3MEHUTb A3bIK CUCTEMbI» U Bbl6€pMTe

JaHHbIN pexuM Ncnonb3yeTcs Ans paboTbl NO 3alUMLLEHHOMY KaHany CBSA3W KIMEHT—CepBeEp.

1. 3anyctute Pabouyee mecto QUIK. B ocHOBHOM MeH0 BbibepuTe NyHKT Cucrema /

Hactpoiiku / OCHOBHbIE€ HAaCTPOMKM...

2. B oTkpbiBlIEeMca OkHe BbibepuTe Bkaaky «Mporpamma / WnudposaHune».

HacTpoiikn knueHTckoro mecta

=)- Mporpamma

- MaHenn MHCTpYMEHTOR
- Mony4eHne gaHHb

- CoxpaHeHne gaHHbIx

. Dainel HacTpoek

- 3AMEHA MHCTRYMEHTOE
- KoHTexkcTHoe MeHio

- IKCNOPT A3HHBIX

- bydep obumena

. IpndTe

- 3BYKN

- HoeocTu

- Toprogna
+- 3anskn

.- Hactpoiika cuetoB

- 3AKPBITE NOINLWIA

- KnmenTekmii noprdens
- KoTupoeku

----- JeHexHan egrHLa

+- CooBuyenna
- Okna

Cnpaeka

LWndpoeate ¢ nomowbsio CK3M: | CQrypto32 |
Texywee coctoanne CK3M: |HEEKTMEHO
HacTpoiikn no ymondaHng: | | ET

Otmena

HaxXMunTe Ha KHONKY \J «Wundposatb ¢ nomowbio CK3U».
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OTkpoeTcs OKHO «Kpunto—-nposangepbi». OKHO COAEPXUT CMUCOK YCTAaHOBJIEHHbIX
KpMNTONpOBanaepos, a Takxxe Habop KHOMOK ANsa ynpaBneHUs UMn:

Kpunto-nposaiigept

< > 2akpeme

OnucaHKe KpUITO-NPoESA0Epa

x
CRWCoK YoTaHOENEHHEIE KPUMTO-NPOBAM1EP0E B
P SPI_Frovider [MuliFurpose CEEID
Grppta32 [vptad2]
Hacrpoure
Yaanme

Cosgars Ky

YCTaHOBMTE CEPTHdHKAT

3. [nsa nobaBneHMs HOBOro KpUMNTOMpOBaiaepa HAXMUTE Ha KHOMKY «[06aBUTb HOBbIN».
Mpwn HaXkaTUM Ha KHOMKY OTKPbIBAETCS OKHO CreAylowero Buaa:

[JoGaenedne kpunTo-npoeaijgepa x
HazsaHue OncaHue
|DpenSSL_F'rovidel | |DpenSSL_F'rovidel |

P &I MCNOAHABMOrD MOZYAA

| D:4WFront_140penSSL_Pr.dl

P aiin HACTPOSK KpHMTO-NPoEaMaEpa

|D:\ant_1 4OpenSSL_Prini

E

Hofiaeure OTrena

B okHe «[lo6aBneHne KpUnTo-nposaiaepa» 3anosiHATE ceayolme nons:

«Danna NCNOAHAEMOro Moayns»

- nyTb K darny bubnmotekn wmndpoBaHusa. Ecnu

¢dalin ykasaH BepHo, nons «HasaHue» n «OnuMcaHne» 3anofHATCAa aBTOMaTUYECKH.

«®ann HacTpoeKk KpunTonpoBaaepa» — NyTb K danny HacTpoek WndpoBaHus.

[ns coxpaHeHus HacTpoek HaxmuTe «[1o6aBuTb». YT06bl 3aKpbiTb OKHO 6€3 COXpaHEeHUs

HACTpOEK, Ha>XXMnUTe «OTMEeHa».

4. [lo6aBneHHbIi KpUNTOMNpPOBanaep NosIBIAETCSA B CMMCKE YCTaHOBJIEHHbIX KPUNTONPOBaiaepoB:

Kpwunro-npoeaieps

CrMEOoK YCTAHDBNEHHLIE KPHMTO-MPOBARAEPOE

1] L _Provider [0 | Provider
Qrypta32 [Qypto32] HactpouTte

HaanuTe

Cosnate ks

< >

3akpeme

OrMcaHue kpUMTo-NpoBaAaepa

MultiPurpose_S5PI_Provider MultiPurpose_S5P1_F

JlofaEuTE HOBRI

Y CTaHOBHTE CERTHERHEAT

X

5. BblaenuTe HYXHbIA KpUNTonpoBamnaep u

PykoBopacTBo nonb3oBatens QUIK
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1.4.2

Pe>xxum 3UN

JaHHbIN pexnMm ncnonb3lyertcs ans paboTtel ¢ Mcnosb3oBaHmem 3LMM.

1. 3anyctute Pabouee mecto QUIK. B ocHOBHOM MeHI0 BbibepuTe nyHKT Cucrema /
HacTpoitikn / OCHOBHbIE€ HAaCTPOMKM...
2. B oTkpbiBWEMCSA OKHe BbibepuTe BKAaaKy «Toprosensa / DLM».

HacTpolikn knueHTckoro mecta

=1 Mporpartaa

- [aHEM HHCTPYMEHTOE
- [onyyeHHE AaHHE:X
CDHP&HEHHE AaHHBE

- P afinel HaCTROEK,

- JatdEHa HHOTPYMEHTOE
- K.OHTEKCTHOE MeHD

-+ JKCMOPT GaHHEIX

- bypep ofimeHa

- TR

- JeykH

- I MeppoBaHUe

- HosocTu
- Toprogna

4]+ 3aAEKM

- HacTpalika cyetos

- JaKPEITHE NOSMLME

+- KeHTCEMIA nopTeens
+ - Komuposku

DNeremHan eaHHHLa

+)- CoofweHna
+- QkHa
o T epridHanEHEIH Mogys Fr

[ Denars 3N Ha CKM: | MultiPurpoze_SSPI_Provider |I:|

Texywee coctoaHue CK3M: He patior aet 3arpysuTe Hactpoute

Cnpaexa

oK OTreHa

HaXXMuUTe Ha KHOMKY D «denatb DUIM Ha CK3U».

OTkpoeTca okHO «Kpunto-npoBanaepbl». OKHO COAEPXUT CANUCOK YCTAaHOBEHHbIX
KpunTonpoBanaepos, a Takxxe Habop KHOMOK ANs ynpaBneHns nMn:

<

Kpunto-npoeaiigepe

CrKCoK YoTAHOBNEHHEEX KPMITTO-NPOBaMIEpos

CnMcaHHE KPHITO-NPOESRLERS

X

Brifpate

Hacrpowre

JoSaEuTE HOBBIE

YaanTe

Coznare ko

YeTaHoEuTE CERTHRUEAT

3aKpeme

3. Ansa pobaBneHns HOBOro KpunTonposBanaepa HaXxXMmMTe Ha KHONKY «[o6aBUTb HOBbIN>.
Mpn Ha)kaTuM Ha KHOMKY OTKPbIBAETCS OKHO Cleayowero suaa:

PykoBopacTBo nonb3oBatens QUIK
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[JoGaenedne kpunTo-npoeaijgepa x

HazsaHue OncaHue
|DpenSSL_F'rovidel | |DpenSSL_F'rovidel |

PP 2l MCNOAHASMOra MogYnA
|D:\Frc-nt_1 4Open5SL_Pr.di |

& alin HACTPORK. KPUMTO-NPOBaideEpa
|D:\Front_1 4OpenSSL_Frin |EE

Hofiaeure OTrena

B okHe «[lo6aBneHne KpunTo-nposBaiaepa» 3ano/IHUTE creaytolmne nons:

«®ain NcnosHAeMoro Mmoayna» — NyTb K ganny 6nbnnotekn wundpposaHmsa. Ecnm nyTb
N HanMeHoBaHMe danna ykasaHbl BepHo, nons «HassaHne» n «OnncaHme»
3arnoJIHATCS aBTOMATUYECKM.

«®ann HacTpoeK KpunTonpoBanaepa» — NyTb K danny HacTpoek wndpoBaHus.

[ns coxpaHeHus HacTpoek HaxmuTe «[1o6aBuTb». YT06bl 3aKpbiTb OKHO 6€3 COXpaHEeHUs
HacTpoek, HaxMuTe «OTMeHa».

4. [lo6aBneHHblIi KpUNTONpoOBaaep NOSIBNASIETCHA B CMUCKE YCTAaHOBIEHHbIX KpUNTONPOBanAepoB:

Kpwunro-npeeaigeps *

Cnucok YeTaHOBNEHHEL KPHMTO-NPOEali epoE
MultiPurpose _SSPI_Provider [MultiPurpose SSP1_F

1] L Provider [0 L_Provider

Hactpours
JoBaEKTE HoBEIN

Ypanure

Cozgate Koy

Y CTAHOBMTE CEPTHUERMKAT

< > 3akpems

OnMcaHue kpUMTo-NpoBaRaEpa

5. BblAenuTe HYXHbIA KpUNTONPOBaAep M HAaXXMUTE KHOMKY «BbibpaTb».

1.5 Hacrtpoika wundppoBaHma cpeacTtBaMm
6unbnmnorekm qrypto32

Mocne reHepaumu Ny6ANUYHOIO U CEKPETHOIO K/KOUEN MO MHCTPYKLUWK, ONUCAHHOM B PykoBoAacCTBe
nonb3oBaTens MNMporpaMMbl Ans co3aaHus 1 ynpaeneHus kntodamm (KeyGen), nonyuumrte

oT 6poKepa NoATBEPXAEHME perncTpaumm nybanyHoOro Kua n HacTporTe Kpuntonposangep

B PaboueM mecte QUIK cneagytowinm obpasom.

B okHe «KpunTto-npoBanaepbl» Bblaenute Kpuntonposanaep qrypto32n HaXMnTe Ha KHOMNKY
«HactpounTb».

PykoBopacTBo nonb3oBatensa QUIK 8
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KpunTo-npoeaigepel >

CruMcak YoTaHOENEHHE KPMITO-NPOBSHAEP0E

MultPurpose_SSPI_Provider [MuliPurpose_S5PI_F
penS5L_Provider [Open3SL_Provider |

BriSpate

Hacrpoute

JofaEnTE HOBEIN

Hoanure

CosnaTe Ky

YeoraHoeuTs CEQTHPHEST

< > JakpeTh

OnMCaHKE KpWNTo-NpoBakLEpa

B OTKpbIBLLEMCS OKHE YKaXxuTe nyTu K Ny6JNYHOMY M CEKPETHOMY KJ/TH0UaM:

TekyLwne HacTpoiki X

Wcnonbsyetbii #afin HacTpoek

| [:4Front_Thgrypto.cfg |

P aiin © NYEAHYHBIMIA KADHEMA
|.\Key\pubring.txk |

Painc CEKPETHEIMK EMOHarH

| kevhsecring. tsk |

CoxpaHuTe Ortkas

Ncnonb3yembin aiin HacTpoek 6yaeTt BbibpaH aBTOMaTU4eCcKHu.

HacTpoika 3aBepliaeTcs HaxaTueM Ha KHonKy «COXpaHUTb».

1.6 Hacrtpoika Pa6bouero mecta QUIK ana pa6ortbi
Cc Kkpunto-nposanaepom SSLAndMessagePro

1.6.1 HasHaueHue

Kpuntonpoeaigep SSLAndMessagePro npegocrasnseT BO3MOXHOCTb paboTbl ¢ ABYMS
kpuntorpadunyecknmm 6mubnmnotekamm Message-Pro n SSL-Pro.

1.6.2 HacTtpoiika nporpaMmbl

CkonupynTte B pabouunin katanor dannbl, Heobxoammble ana paboTbl NporpaMmbl:
sslpro.dll - 6ubnunoteka SSL-Pro, npegocrasnserca komnaHmen «CurHan-KOM»;

Bepcua 6ubnuorekmn SSL-Pro gosHkHa COOTBETCTBOBaTb BEPCMM OAHOUMEHHOM
6mubnunoTtekn, yctaHoBNIeHHON Ha cepBepe QUIK.

mespro.dll - 6ubnnoteka Message-Pro, npegocrasnaerca koMmnaHmen «CurHan-KOM»;

SignalCom_Pr.dll;

PykoBopacTBo nonb3oBatensa QUIK
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SignalCom_Pr.ini.

Ecnu y nonb3oBaTtens y>ke HacTpoeHbl npoBainaepb! wndpoBaHua v DL,

To TpebyeTcs TONbKO 3aMeHa npeaocTaB/ieHHbIX ¢dainos. NMpu aToM npoucxoamTt
aBTOMaTM4yeckoe KONnupoBaHMe HacTpoek wudpposaHusa us cdaimna SSLPro.ini

B ¢paitn SignalCom_pr.ini.

Moapnep>xka wncgpposaHmsa ¢ NOMoL b 6Mbnmnorekn SSL-Pro

3anyctute Pabouyee mecto QUIK. B 0oCHOBHOM MeHI0 Bbibepute nyHKT MeHio Cucrema /

Hactpoitkn / OCHOBHbI€ HAaCTPOMKM... M B OTKPbIBLLEMCS] OKHE BblbepuTe BkNagky «lMporpamMMa
/ WndposaHune».

Hacrpoiikn knnenTckoro mecta *
= Mporpana | SignalComMessageAndSSLPro |
‘.. Marenn urcrpymenTos Wndposate c nomowsto CK3M:
+]- MonyueHne JaHHbIX |H
: E3KTEBHO
. COXpaHEHUE AaHHEIX Texywiee coctoanmne CK3M:
i Baiinbl HaCTpoEK - - —
P HacTpolikn no ymonqadnme: | Disignalcombsignalcom_pr.ini | B
aMEHA MHCTPYMEHTOB
OHTEKCTHOE MEHHD
KCNOPT A3HHBIX
B LU posaHne
.. HosocTu
+- Toprogna
+- CooBLueHna
+- OkHa
. OPILE ckpuniTer
.. Lua ckpunTsl
Cnpaeka CoxpaHuTe OTmeHa

Ha Bkiagke AOCTYMHbI CNeaytolimne HacTPOMKK:

1. «ludposaTtb c nomowbio CK3N» — BbI6Op cucTeMbl KpunTorpadmnyeckomn 3almnTbl MHGOpMaUnmn

(CK3W), ncnonbayemomn npu wmdposaHnm. Npun HaxaTnm Ha KHOMKY u Ha aKpaHe nossnseTcs
OKHO «KpunTo-npoBanaepbi» cneayluwero sMaa:

PykoBopacTBo nonb3oBatensa QUIK 10
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Kpunto-npoeaiigeps

CrmMcok YoTaHOEAEHHER EPMIT 0-NPOEaHLepoE
Qryepto32 [Aryptod2]

Briopare
HacTpouTe
HoSaEuTE HOERIF

Haanme

LCosnare ko

HCTaHOEMTE CEpTHpMEET

Jakpeme

OMcaHWE KpWMTo-NpoBaiaepa

Ona no6aBneHnUs HOBOro KpUNTO-NpoBanaepa HaXXMUTE Ha KHOMKY «06aBUTb HOBbIN».

B OTKpbIBLIEMCS OKHE 3amnofIHUTE Nons cneayowmm 06pasoMm:

JoBasneHwne kpunTo-npoeaigepa

HaseaHue OnucaHue

*

| SignalComtdezzagedndSSLPm | | SignalComiezzagedndSSs

LF'|

P &fiN HCNOAHASMOrD MOGYA

P afin HACTPOEK, KPMMTO-MPoBaiaepa

Otrena

| D:\sighalcomsignalcom_pr.dil |

| [:\sighalcarmzignalcom_pr.ini |

«®ann ncnonHaemoro Mmoaynsa» — nNyTb K panny SignalCom_Pr.dll u3 komnnekrta

noctaBku. Ecnun daiin ykasaH BepHo, nons «HassaHne» n «OnucaHue» 3anosiHATCS

aBToOMaTU4eCcKu.

«®ain HacTpoek KpMNTo-npoBanaepa» —

nyTb K danny SignalCom_Pr.ini.

HacTpoika 3aBepluaeTcs HaxXaTueM Ha KHormnky «[JobaBuTb». [Job6aBneHHbIN KPpUNTO-

npOBaVuJ,ep nosaBdeTCa B CMNCKe YCTaHOBJ/1EHHbIX

KpUNnTo-npoBanaepos:

Kpunto-npoealigeps

Crmcok YoTaHOENEHHER KPMIT O-NPOEaFLepos

Grppto32 [Drypto32]
SignalCombezzagesndSSLP [SignalCombdezsage

BrifpaTe
Hactpoure
HoSaEuTE HOERIF

Haanme

LCosnare ko

< Jakpeme

OMcaHWE KpWMTo-NpoBaiaepa

HCTaHOEMTE CEpTHpMEET

*

PykoBopacTBo nonb3oBatens QUIK
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BbibepnTe HeEObX0ANMbBIN KpUATONPOBaNAEP SIEBOM KHOMKOM MbIWW M HAXXMUTE KHOMKY

«Bbi6paTb>.

«Tekyuwee coctossHne CK3M» — none He pegakTupyeTcs.
«HacTpoikm no ymonyaHuto» — NyTb K (aiay ¢ HacTponkamMu Kpuntonposangepa. Nmsa danna
no ymonuyaHuto — SignalCom_Pr.ini, pacnonoxeH B 04HOM KaTanore ¢ UCNoAHAeMbIM hansiom

nporpammbl. Mpn HaXkaTUK Ha KHOMKY &) OTKPbIBAETCSt OKHO A5 MPOCMOTpa U
peAakTUpOBaHUA HACTpoekK, 3adaHHbiX B danne SignalCom_Pr.ini:

Hactpoiika CK3 Curnan-KOM
aun

KDDHEBDl:I KETANAr KADYEEOra HOCKTENA

|SignaICnm'\pse | =
Karanor © cepTudgmeaTarn gosepertex L
| SignalCom\Ca | =
P AN © CRRTUERMKATOM KAK4a Noanuc:
|SignalCnm'\CEHTSkcert.cer | =
LononH9TentsHo. ..
W mppoeaHHe
K.onHpoEaTE HacTpoFkW AL
K.opHEEDI KaTanor Kadyesoro HocuTena CKAN:
| D:OUIKASignalCamPSE ' | =
K.aranor © cepTudHkaTaru A0BepeHHER KopHese:x L
| D5 3UIKASignalComiCa | =
P AN © CRRTUERMKATOM KAKYa WWEO0BaHWS:
| D8 AUIKASignalComiCERT Shoet. cer | =
| o] e —

X

B ananore gononHuTenbHbiX HacTpoek CK3U (kHonka «[OonoAHUTENbHO>») yKa3blBaeTCs

KaTanor c cepTudurKaTaMmn NPOMEXYTOUHbIX YAOCTOBEPSAOWMX LLEHTPOB, KaTasaor ¢ dainamu

CMMNCKOB OTO3BaHHbIX cepTuduKaToB 1 dann CEKpeTHOro Ka4a NoanmncK:

Joncnnutensran nactpoiika CK3W "Curnan-KOM S5L-PRO" d
OnupoBaTk HacTpobity AL

K.aTanor ¢ cepTHpMK aTatdd NpomeskyTouHe Y1

|D:AQUIK SignalCom'CAL =
K.aranor ¢ ®ailnaru CcNMCKos OTO3BaHHEIN CEpTHPUK STOR:
|D:tsignaloom Signal Com! CER TS |
F 5l € CEKPETHEIM KKYERN LWMBPOBAHU:

| ASignalCom\PSE Ykeys\ 000000 ey =

MpuraeHTE OtreHa

HacTpoika wndpoBaHMs 3aBepLllaeTcs HaXxaTneM Ha KHonky «OK». C 3Toro MoMeHTa
nonb3oBaTenb paboTaeT C cepBepoM Yepes KaHan, 3almulaeMbii NOCPEACTBOM NpoBanaepa
SSL-Pro, a agvanor ycTtaHOB/EHUA CETEBOro coeanHeHus Ha Pabouem mMecTe uMeeT cneayowni

BUA:

PykoBopacTBo nonb3oBatensa QUIK
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Y¥cTaHOBKA CETEBOrO COEMHEHWA >
KRIS5 [192.168.37.171:15100] W

Lndpoeats gaHHble ¢ nomMosr CK3M:

| SignalComMessageAndSSLPro |

Wecnone3osaTte HacTpolikn ns gafna:

‘ D:\signalcnm\signalcnm_pr.ini| | w || ET

Beog OTtmena Cnpaexa

Moppneprxka UM ¢ nomowbro 6uMbnnorekn Message-Pro

3anyctute Pabodee Mmecto QUIK. B ocHOBHOM MeHto Bbi6epuTe nyHKT Cucrema / Hacrtpoitku /
OCHOBHbIE€ HAaCTPOMKM... M B OTKpPbIBLUEMCSI OKHe BblbepuTe BkNaaky «Toprosns / DUM».

HacTpofikn KAWEHTCKOMD MEeCTa x

#)- Mporpauua ifienan Sl e €SI | SignalComMessageAndssLPro

i.. Hosoctn

Tekywee coctoanne CK3M: He patoTaer 3arpyznTe Hactpoute
4] 3aREKN

Hactpoiika cuetoe
3akpeITie NozuLui
Knnentckwii noptdens
Kotuposkn

- [leHexHan egrHnLa
©ohe3un

+ CoobyeHuna

+ Okna

QPILE ckpuniTel

“Lua CKpUNTBI

Cnpaska Otmena

Ha Bknagke AOCTYNHbI cneayowmne HaCTPOMKMN:

1. «[enatb JUI Ha CK3U» - akTMBU3NPYET PYHKLUUIO 3N1EKTPOHHOM umdposor noanucu (SUIM)
BCEX aKTUBHbIX orepaumnii BbIbpaHHOM M3 CNUCKA CUCTEMOI KpUnTorpadmMueckomn 3anThbl

nHdopmaumnm (CK3WN). Mpu HaxaTum Ha KHOMKY U Ha 3KpaHe nogasBnseTcsd OKHO «KpunTo-
nposanaepbl» cneagyowero suaa:

PykoBopacTBo nonb3oBatensa QUIK 13
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Kpunto-npoeaiigeps

CrmMcok YoTaHOEAEHHER EPMIT 0-NPOEaHLepoE

Qryepto32 [Aryptod2]

Briopare
HacTpouTe
HoSaEuTE HOERIF

Haanme

LCosnare ko

HCTaHOEMTE CEpTHpMEET

Jakpeme

OMcaHWE KpWMTo-NpoBaiaepa

Ona no6aBneHMs HOBOro KpUNTO-NpoBanaepa HaXXMUTE Ha KHOMKY «[o6aBUTb HOBbIN.

JoBaeneqne kpunTo-npoeaiaepa *
HazgaHwe OnucaH9e
| SignalComiezzageindSSLP | | SignalComiezzagesndSSLF |

P Al WENoAHASROrD rOaYna

| D:\signalcom'signalcom._pr.dif

P alin HECTPOEE, KPWITO-NpoBaHEna

| [ \signalcombgignalcom_prini

Hofaeue OTreHa

B OTKpbIBLUEMCS OKHE 3amnofIHUTE Nons cneaywmm o6pasom:

«®ann NCNosIHAEMOro MOAYNA» — yKaxuTe nyTb K danny SignalCom_Pr.dll

M3 KOMMNeKTa nocraBku. Ecnu dain ykasaH BepHo, nons «HassaHmne» n «OnncaHmne»
3anoJIHATCS aBTOMATUUYECKM.

«®aln HacTpoeKk KpUNTo-nposanaepa» — ykaxuTe nyTb K danny SignalCom_Pr.ini.

HacTpoika 3aBepluaeTcs HaxXaTueM Ha KHormnky «[JobaBuTb». [Job6aBneHHbIN KPpUNTO-
npoBanaep NosSIBASETCS B CNMUCKE YCTaHOBMEHHbIX KPMNTO-NPOBanaepoB.

KpunTo-npoeaigepsl

CrmMcok YcTaHOBNEHHEN KpMIMTO-NPOBSFAepoE

GImpto32 [Drpto32]
SignalComtd ezzagedndSSLPo [SignalCombd essage

< >

OMMCaHWE KPWITo-NpoBaiidepa

x

BriGpate
Hactpoume
LofaeuTe HOERINA

Ypamime

Cozgare ko

HoTaHOEMTE CERTHMMEAT

Jakpeme

BblaennTe HyXHbI KpUnTo-npoBanaep KypCopoM M HaXMUTe KHOMKY «BbibpaTtb».
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2. «Tekyuwee coctossHne CK3UN» — none He pegakTUpyeTcs.

3. HaxaTtme kHonku «3arpy3unTtb» nepesoguT BblbpaHHyto CK3U B pexnm paboTbl, B OKHe
«Tekyuwee coctossHne CK3N» noasnsercs Hagnucb «PabotaeT».

4. TIpn HaxaTuM Ha KHOMKY «HacTpouTb» OTKPbIBAETCSH OKHO AJ19 NPOCMOTPa U pefakTupoBaHus
HacTpoekK, 3af4aHHbIX B ¢darne SignalCom_Pr.ini:

Hacrpoiika CK3M Curnan-KOM d
aun

KDDHBBDI:! KATanNor KADYSEQrD HOCHT ENA;

T

| SighalConpse |

K.aranor ¢ ceprHdmr.aramq gosepeHHer H1:
|SignalCom'C

o

P 5N ¢ CEPTHPMEATOM KNS NOLMMCM:
| SignalComiCERT Shoert cer |

[T

LonoaHurensHo...

WwpposaHHe
K.onupoeaTe HacTpoiku 3L

K.opHEEON KaTanor Kikyesoro HocuTena CR3M:
| DABUIKAS ignalContPSE® | =

K.aranor ¢ cepTHaMKkaTamM9 QOBEpEHHER KopHeEE:: S
| DAGILIKASignalCamtCAY | =&

P alinc CETHPRHKATOR KAHDYS IWHEDOESHHA
| DABUIKAS ignalComt CERT Sheert. cer | =

| JononHuTEnEHD. ..

B avanore gonosHuUTENbHbIX HacTpoek CK3U (kHonka «[onoaHUTENbHO») yKa3sbiBaeTcs
KaTanor ¢ aniamMn CMCKOB OTO3BaHHbIX CEPTUMPMUKATOB U pais CEKPETHOrO Ka4a noanucu:

JononnurensHan Hactpoiika CK3M "Curnan-KOM Message-PRO" X

K.aTanar © eafnakdd CrMckos oTOSEaHHE CEQTHPRMWK STOE:

| D:hsignaleomiSignalComtCERTS =

Paiin CEKPETHOrO KK MOGNHCH:
| D:hsignaloombSignalCom'psetkeysh00000001.keyf ==

MprEHATE OTreHa

HacTtpoika wudpoBaHnsa 3aBepluaeTcs HaxaTueM Ha KHonky «OK». C 3TOro MOMeHTa
nosb30BaTeNb OTNPAaBASET TPaH3aKLUuM Ha cepBep C Ucnosb3oBaHueM JDLIM ¢ noMoLbio
bnbnnotekn Message-Pro.

1.6.3 dopmar ¢aiina HacTpoek

Bo us6exxaHme ownbok Heo6xoaAMMO peaakTupoBaTb hailnl yepes HaCTPOMKHM
Pa6ouero mecra QUIK (Cucrema/Hacrpoikun/OCHOBHbIE€ HACTPOMKM...).

HacTtponku ansa pabotel kpuntonposBagepa SSLAndMessagePro xpaHaTcs B dhanne
SignalCom_Pr.ini, pacnonoxeHHoro B katanore c gannamMm Pabouero mecta QUIK.
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CTpykTypa ¢aina HacTpoek:

1. Cekumsa [SIGNAL_COM_SSL_PRO_COMMON_SETTINGS] coaepxuT onncanme rnobanbHblX
HaCcTpoeK KpunTonposalaepa.

2. Cekuuns [SIGNAL_COM_SSL_PRO_CIPHER_SETTINGS] coaepXuT onmcaHme HacTpoeK KpUMTo-
npoearaepa, HeobXoAMMbIX AN KOPPEKTHOrO CO34aHMsA KOHTEKCTa WN(POBaHUS :

«PSE_PATH» — nyTb K KOpHEBOMY KaTanory knto4deBoro Hocmtenst CK3U.
Ob6s3aTenbHbIN NapaMeTp.

«TRUSTED_CA_CERTS_DIR» — nyTb K KaTanory ceptndunkaTtoB KOPHEBbIX
yAocToBepsilowmnx LeHTpos. Obs3aTenbHbll NnapaMeTp, ecnun nyTb K daniny c
cepTndmnKaToM KOPHEBOIO YAOCTOBEPSIIOLErO LIEHTPa HE yKa3aH B napaMeTpe
«TRUSTED_CA_CERT_FILE_NAME>».

«TRUSTED_CA_CERT_FILE_NAME» - nyTb K danny c cepTudpunkaTtoMm KOPHEBOIo
yAocToBepsitowero ueHTpa. ObssatenbHbI NnapaMeTp, eCnuy NyTb K KaTtanory
cepTMdMKaTOB KOPHEBOIO YAOCTOBEPSIOLEro LLeHTpa He yKasaH B KJto4e
«TRUSTED_CA_CERTS_DIR».

«UNTRUSTED_CA_CERTS_DIR» - nyTb K Katanory ceptudunKaToB NpoOMexXyTOUYHbIX
YAOCTOBEPALWNX LeHTPOB. ONuMOHasnbHbIM NapaMeTp.

«UNTRUSTED_CA_CERT_FILE_NAME» - nyTb K ¢anny c ceptudmkaTom
NMPOMEXYTOYHOro yaocroBepstowero ueHtpa. OnunmoHanbHbin napaMeTp.

«CRL_FILES_DIR» — nyTb K KaTanory Co CMCKOM OTO3BaHHbIX CEPTUDUKATOB.
OnumoHanbHbIN NapameTp.

«CRL_FILE_NAME» — nyTb K anny Co CNUCKOM OTO3BaHHbIX CEPTU(PUNKATOB.
OnumoHanbHbIN NapameTp.

«CIPHER_CERT_FILE_NAME» — nmsa daina c ceptudmnKaToM, COOTBETCTBYIOLLNM
CEKPETHOMY KJIOUY, Ha KOTOPOM WK PYOTCS AaHHbIE B MPOLECCE CeaHca CBA3MW.
Ob6s3aTenbHbIN NapaMeTp.

«CIPHER_KEY_FILE_NAME» - nma ¢aina ¢ ceKkpeTHbIM K/It04OM, Ha KOTOPOM
WundpyroTCs AaHHblIe B NpoLuecce ceaHca cBsa3M. OnuMoHanbHbIM NapaMeTp.

3. Cekuusa [SignalComCommonSettings]:

«DefaultNewKeyAlgorithm» — anropnt™m wndpoBaHnsa AaHHbIX aCUMMETPUYHbBIM
KHOUOM. 3HayeHue no ymonyaHuio: «ECR3410».

Ana reHepauuu kno4ven B coorseTcTtBumn ¢ NOCT 2012 B kKauecTBe 3HaUEHUs
HacTpoiku DefaultNewKeyAlgorithm ykaxkute «GOST3410-2012-512-A-
ParamSet»>».

4. Cekums [sighal_com_message_pro_common_settings] conepXut onncaHue rnobanbHbIX
HacTpOEeK KpunTonpoBanaepa:

«certificates_path» - nyTb kK kaTanory ceptudukaToB nonb3osatens. Ob6a3aTenbHbIN
napameTp. 3Ha4yeHme Nno ymondaHuto: «A:\certs».

«CRLs_path» - nyTb K KaTanory CNMcKoOB OTO3BaHHbIX cepTudunkaTos. ONuUMOHaNbHbIN
napameTp. 3Ha4yeHme no ymondaHuto: «A:\cri».
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«CAs_path» — nyTb K KaTanory cepTmdunKkaToB yAOCTOBEPSIOLLNX LLEHTPOB.
Ob6s3aTenbHbIM NapameTp, ecnu dann ¢ cepTudnKaToM ya0CTOBEPSAIOLErNO LLEeHTPa He
3a4aH c noMmouwbio kntodva «CA_cert_file_name» B cekuum
[signal_com_message_pro_sign_settings]. 3HauyeHMe No yMonyaHui: «A:\ca».

«output_data_format» - c¢opmMaT BbIXOAHbIX AaHHbIX. B TMMOBOM KOH(Urypaumm
Nonb30BaTeNeM He HacTpamBaeTcs (MCMoJb3yeT 3HAaYEeHNE NO YMOIYAHULO).
BO3MOXHble 3HaveHus:

«FORMAT_ASN»>;
«FORMAT_PEM» (no yMon4daHuio).

5. Cekuus [signal_com_message_pro_sign_settings] coaep>uT onncaHne HacTpoek
KpunTonpoBaaepa, Heo6xoaMMbIX ANs reHepauunun DLM:

«sign_cert_file_name» - nyTb 1 HaMMeHoBaHne gaina c cepTndrKaTom
nosib3oBaTesNsl, C MNOMOLLbIO KOTOporo ocyuwecrensercsa DLUM. O6a3aTenbHbI NnapameTp.
3HayeHune no ymonyanuio: «A:\certs\cert.pem».

«CA_cert_file_name» — nyTb n HanmeHoBaHue daiina c cepTudmKaTom
yAaocToBepsitowlero ueHTpa. Obs3aTenbHblA NapaMeTp, ec/un KaTanor ceptudumkaTon
He 3a4aH c noMmoubio kntoda «CAs_path» B cekunm
[signal_com_message_pro_common_settings]. 3HadeHne No yMon4aHuio:
«A:\cacert.cer».

«CRL_file_name» - nyTb n HaMMeHoBaHMe danna co CMMCKOM OTO3BaHHbIX
ceptudmkaTos. ONUMOHaNbHbIN NapaMeTp. 3Ha4YeHne NO YMOYaHUIO:
«A:\Curr_crl.crl»,

«pse_path» - nyTb K KaTanory KOpHeEBOro Kn4eBoro Hocutens. O6sa3aTenbHbIl
napaMeTp. 3Ha4YEHME MO YMOMYAHUIO: «A:\».

«sign_key_file_name» — nyTb n HanMeHoBaHue dansa CEKPETHOro KJu4a,
COOTBETCTBYIOLLEr0 YKa3aHHOMY cepTudukaTy nonb3oBatens. OnunoHanbHbIN
napameTp. Ecin napameTp He yKasaH, TO uMma daina onpeaensercsa asBToMaTUyecku
Mo YKA3aHHOMY KaTaJlory KOpPHEBOro KJH4eBOro HocuTens.
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1.7 Hacrtponka wncdpoBaHmusa v UM cpeacrBamm
6ubnnorekn MP

1.7.1 HacTpoiikn npoBaiaepa

B okHe «KpunTo-npoBangepbl» Bblgenmte kpuntonposangep MP n HaxmmTe Ha KHOMKY

«HacTpounTb».
KpunTo-npoeaigepel >
CRMCok YeTaHOENSHHEE KRUMMTO-NPOESHLEpOE
. - BriSpate
P ultiPur, Fro e LltiPL
OpenS5L_Provider [DpenSSL_Provider]
Gmpto32 [Dnpto32] | Hactponte
JofaEnTE HOBEIN
Hoanure
CosaaTe Koy
YoTaHOBMTE CEpTHgME AT
< > JakpeTh
D nMcaH9e kpuUMmo-nNpoBaiLeEpa

OTKpbIBLIEECS OKHO NpeaHa3HayvyeHo 414 Bblbopa cxeMbl ayTeHTUdUKaLUKM, a Takxe Ang
NpoCMOTpa U pefaKTUpOBaHMSA HAaCTPOEK KpUNTO-NpoBanaepa A9 pexumos wndposaHmsa v JLUIMT:

Hacrtpoikn npoeafiaepa !
AYTEHTHDUKEWAR

Mo MMEHK M NEPOND R

LUndposaHie
CepHiAHEIR HOMED:

VsaaTens cepTudMKaTa:
Bnanenew cepTudmKaTa:

Meproa AERCTEMA CEpTHdMKETA:

MapaMeTpel NPoBEpkM CEpTUDMKaTA

NokansHoe xpaHUMndwe MK: Beicn.
MpoBEpATE CEPTHAMKST Ha OTSEIE: Bhikn.
HacTpouTb
aun

CepuitHBIi HoMED:

Wzaatens cepTndmkaTa:
Bnanenew cepTudmKaTa:
Mepuoa AEACTEMA CEpTHUKET:

MapamMeTpel NposepkM cepTUdKaTa

NokansHoe xpaHunawe MK: Bricn,
MpoEEpATE CEPTHgMKAT Ha OT3hIE: Bhikn.
HacTpouTb

B BbinagatowieM cnucke «AyteHTudunkaums» Bblbepute cxemy ayTeHTUdDUKaLMN:
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«OonpenenseTcs cepBepomM» — Cxema ayTeHTudumKaumm, HaCTpoeHHas Ha cepBepe

Nno yMOJIYaHMIO;

«M0 cepTuduKaTy nosib3oBaTensa» — cxema ayTeHTudmnKaumm no ceptudukaTy nonb3oBaTens.
Ona paboTbl N0 AaHHOM cxeMe ayTeHTUdUKaumm Heob6xoaMMo Cco3gaTh KIKOUYM U YCTAHOBUTb
cepTndumkaT wndposaHus (cM. n. , );

«B [JIOMEHE MO MMEHN N NAPOJIO» — CXeMa ayTeHTUdMKaAUNUM N0 JOMEHHOMY MMEHWN U NAPOSIo;
«MO0 UMEHW M Mapon» — CXeMa ayTeHTUdUKaumn no MMeHn n napost. Cxema coBMecTMma

C ntobon 13 UCrnonb3yeMbiX Ha CepBepe CXeEM ayTeHTUdUKaLUNK;

«BHYTPWU AOMEHa» — CXeMa ayTeHTMdUKaUMmM Nno 4OMEHHOMY MMEHM NOJIb30BaTeNS.

Ans pa6oTtbl B pexxumax wmndpoBaHua m LM moxxeT MCNoJsib30BaTbCA KaK OQWH, TakK
n pasHbie cepTudukartbl. MapamMeTpbl KpunTOonpoBaaepa ana paboTbl B pe)xkume
wundpoBaHua n B pexkume JLIN HacTpanBarOTCA OTAE/NIbLHO U HE3AaBUCUMO ApPYr

OoT Apyra.

B cnyyae ncnonb3oBaHUa ayTeHTUGUKAUMKN «N0 cepTUdMKATy Nosib3oBaTeNs», HE06xoaANMo
yKa3aTb KJIlOUEBOW KOHTenHep ang wndpoBaHusa n / nnm UMM, HaxaB Ha KHOMKy «HacTpouTb».
Bbi6op K1H0OYEBOr0 KOHTEMHEpPA OCYLLECTBASETCSA OAHMM U3 ClIeayoLWmnx cnocobos:

«®ann ceptudukaTa» — ykasaTb pann ceptudurkaTa, CBA3aHHOIO C KIIOYEBbIM KOHTEMHEPOM.

Knroy n ceptudmkat undpoeanns x

(®) daiin ceptudmkaTa

| DHyQUIK certsicert_1.car Brifpats

() ¥ew ceprindmrara

m
i)
=]
[

() Kniowesoli KoHTefHep

[J¥nonssoeaTs nokansHoe xpaHHaMWe MK

[CINpoBepaTs cepTMdMKAT Ha OT36IB

Cancel
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«Xel cepTudurkaTa» — ykasaTb Xew cepTuduKaTa, CBA3aHHOIO C K/IIOUYEBbLIM KOHTEHEPOM:

r 1
Eesonachocte Windows [&J

Bribop cepTudmkaTa

———| [MeTpos MNetp MNeTpoBKu
| V Mzgarene: VBer Test CA
B Heiictemtenen c: 08.05.2014 no 27.1...

pocMoTpeTE CBOMCTEE CepTUdMK,, .

by
&)

Cuaopos Bacuamia Anapee..
Mzaarene: VBer Test CA
Jeiictemtenen c: 15.05.2014 no 271...

£
)

Fl‘

|

Bacnabes AHapel CMAODOE..
Mzgarene: VBer Test CA
Heiictemtenen c: 15.05.2014 no 27.1...

P

i ‘

[ oK l | Otmena

«KnoyeBol KOHTEMHEP» — BblOpaTb K/IIOYEBOW KOHTENHEP.

Takxe B agnanore «Knwo4d n ceptndukat wundposanms / SLUM» MOXHO yKasaTb cneayroume
HaCTPOMKMU:

«cnonb3oBaTb IOKanbHOE XpaHunuuie MK» - npn yCTaHOBMEHHOM NMPU3HaKe KJ/1l04Y HaxoaAnTca
B JIOKa/IbHOM XpaHUIULWE KOMNbKOTEPA, MHAYE — B XpaHUInue TeEKyLWEro nojibaoBaTtens.
«[poBepka cepTudurKkaTa No CNUCKy OT3biBa» — NPU YCTaHOBMIEHHOM MPU3HaKe NPON3BOANTCS
npoBepka cepTudukaTa KpunTo-NpoBamnaepoM no CNMcKy oT3biBa CEpTUPUKATOB.

HacTpoika 3aBepluaeTcs HaxaTueM Ha KHomnKy «OK»,

1.7.2 FeHepauusa KJlO4YEBOM Napbl U 3anpoca Ha cepTudukar

Ona paboTbl C cepBepoM yepes KaHas, 3awmuaemMbin nocpeacTsoM nposangepa MP, n/unun ans
OTNpaBKM TpaH3aKUKWN Ha cepBep C ncnonbsosaHuem DUIM ¢ nomowbo 6ubanotekn MP
HeobxoamMMO:

1. Co3paTtb KoY cepTudmkaTa.
2. lonyuynTb cepTUdmUKarT.
3. YctaHoBuUTb cepTudukaTt (nogpobHee cM. n. ).

[ns cospaHus Kn4a B okHe «KpunTo-npoBaiaepbl» BblAENUTE HYXHbIA KpUNTO-NpoBaiaep
KYPCOPOM N HaXXMUTe KHOMKy «Co34aTb KoY.
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KpunTo-npoeaigepel >

CruMcak YoTaHOENEHHE KPMITO-NPOBSHAEP0E
MultiPurp i SP_Provider [MultiPurp S5P
OpenSSL_Provider [DpenSSL_Provider]
Qrypta32 [Avpta32]

BriSpate
Hacrpoure
JofaEMTE HOBLIA

Yaanre

[ LCosgats kamy i

YCOTAHOBMTE CEpTHdgE aT

< > Jakpeme

OnMCaHKE KpWNTo-NpoBakLEpa

B OTKpbIBLLEMCS OKHE YKaXUTe MeCcTo CO3[4aHUd N XpaHEeHUS K/KYeBOro KOHTeﬁHepa (B cnydae
ncnonb3oBaHusa JaCarta nnum eToken Tpe6yeTc;| npeaBapuTesibHad YCTaHOBKA COOTBETCTBYOLWNX

NPOrpaMMHbIX NPOAYKTOB):

Hocutene knkyesoro KoHTeliHepa *

YKEKUTE HOCUTENE KMKDUSB0rD KOHTEHHEPE!
O JaCarta
() eToken
(®)M5 CSP Key Storage
() Apyroii (yrasaTb kpunTo-nposaiinep)

Microsoft Base Cryptographic Provider v1.0

lanee OTmMeHa

«JaCarta» — 3aKpbITbIA K/KOY XpPaHUTCA B HeEM3BeKkaeMon namMaTn (6penok);

«eToken» — 3aKpbITbIM K104 XPaHUTCHA B HEU3BNeKaeMon namatn (6penok);

«MS CSP Key Storage» — ctaHgapTHbIN HOCUTENb KAKOYEBOro KoHTelHepa. ObpabaTtbiBaeTcs
c nomouwbto Crypto API n CSP «Microsoft Strong Cryptographic Provider»;

«[pyron (ykasaTb KpMnTo-npoBanaep)» — BblI6bop ApPyroro KpMnTo-npoBanaepa.

HaxMunte kHonky «[danee» v yKaxute napaMeTpbl CO34aHMs KItoYeBOWM napbl 1 3anpoca

Ha cepTudukat. MapameTpbl, 06593aTeNbHble 415 3an0HEHNS, MoMeyeHbl «*»:
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CozgaHne KNFOUEBOI Napsl U 3aNpoca Ha CepTUduKaT X

MapaMeTpbl CO3AEHHA KNOHES0A Naps!

KpunTo-npoeaitgep: | Microsoft Strong Cryptographic Provider |

MMA knoyesoro koHTefdepa: | Container |

Twn rioHa: (Oofmes  ()Moanmcs (@) OBa sapuaHTa

AnuHa knkoua (BuT): 1024

MUHMMaNEHSA ONMHE: 384
MaxkoiManeHas AnuHa: 16384

MapaMeTpEl 3aNPoca Ha CepTHdUKAT
Bnagenew cepTudmkaTa

oAC: | MNeTpos WeaH Cepreesid

*Email: | petrov@gmail,com |
FOPraHuzaLna: | OAD WHeecT” |
TloapasaeneHue | MNEHOB0-SKOHOMWYECKMI OTARA |
“llomKHOCTE: | CreutanmcT |
*Mopoa: | Bepack |
*0finacTb: | HCo |
*CTpara: | R |
@aiin 3aNpoca Ha cepTHduKaT
| D:'Front_1\certrequest.pem | BribpaTe
TopMaT daina 3anpoca Ha cepTudMKaT
@prem  (ODER

Cancel

1. Ecnm nonb3oBaTtenb paHee co3aaBaJl K/loueBbie napbl C NMOMOLbIO AAaHHOIO
uHTepdeica, u 3HaueHUss NapaMeTpoB NponucaHbl B (paiisie HaCTpoekK, U ecsun
KpuUnTo-npoBanaep cosnagaeT C KpMNTo-nposanaepoM, BbiI6paHHbIM
nosib3oBaTesieM Ha wWare 1, To nons Avanora aBToMaTUYECKU 3anoJIHAIOTCA
COOTBETCTBYHOLWMMM 3HAYEeHUaAMU u3 daitna HacTpoek (kpome nons «Nma
KJIOYEBOIro KOHTeMHepa» ).

2. B none «CtpaHa>» BBOAUTCA ABYX6YKBEHHbIA KO CTPaHbl MO cTaHaapTty ISO
(«ru» - Poccuiickana denepauums).

[anee dann 3anpoca Ha cepTudmkaT Heobxoanmo nepenatb 6pokepy No 3apaHee OroBOPEHHOMY
KaHany cBsA3n 1 Nony4dnTb oT 6pokepa dann ceptudukara.

Ecnu 6pokep caMocTosaATeNbHO PopMUpYyeT cepTUdUKaT ANa KIMeHTa, TO KJIMEHTY
NpeAoCTaBNAeTCs KOHTEMHep C CeKpeTHbIM KtoUoM (daiin ¢ pacwmpeHnem *.pfx). KnuenTt
OOMKEH YCTAHOBUTL MOMYYEHHbIN dann, cnegys MHCTPYKUMKW MacTepa YCTaHOBKMU:
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- -
MacTep ¥MNopTa CepTHEWKATOE [é]

Macrep nmnoprta ceptiguKaToe

3TOT MACTEP NOMOMAET KONHPOBATE CEpTHMKATE,
CAHCKM AOBEPHA H CIMCKH OT3EIES CepTHAHKATOE ©
MOKANEHOMD ANCKS B XPaHHIMLE CEpPTHHHKATOE,

CepThdiaT, BEIAEHHEIN WEHTROM CEpTHHMEALMA,
AENAETCA NOATEEMASHHEN EAWEH MHUHOCTH M
COAEPHHT HHPOPMALUHKD, HEDBROAHMYHD ANA 3SWHTEI
ASHHEL MM YCTEHOBNEHHA 3AlLHILEHHEIX CETEELIX
MOAKAHIYEHHH, XPaHHAMWLE CEPTHDHIEITOE - 3TO
0BNacTE CHOTEMB, NPEAHASHAYEHHARA ANA XPEHEHHA
CEpTHIbMKATOE,

ANA NPOACAMEHMA HEMMHTE KHOMKY "flanee”,

< Hazan

CTMEHS

CepTndukaT TakxKe MOXHO MoNy4YnTb Yyepe3 web-nHTepdenc yaoCTOBEPSIOLWEro LEeHTpa
(noapobHee cM. ).

[Janee MOXHO nepexoauTb K yCTaHOBKe cepTudukarta yepes ¢popmy (cM. m. ).

1.7.3 YcraHoBKa ceptudukara

B okHe «KpunTo-npoBaiigepbl» BblAEINTE HYXHbI KPpUNTONPOBANAEP N HAXXMUTE Ha KHOMKY
«YCTaHOBUTb cepTudunkaT».

Kpunto-npoeaigepel *
CrMCok, YoTaHOBNEHHEIR KPUITO-NPOBaFHLEpoE e I
. = - . = bIfpaTE
MuliPurpoze SSPIL Pravider [MultiPurpose S5FP1 H B

OpenS5L_Provider [DpenSSL_Provider]
Qrypta32 [Qivpto32] Hactpours
SignalComtessagefndS5LPro [SignalCormMessage
J06EEMTE HOBRIA

Yoanure

Cosaare Koy

YeraHoeuTs CEQTHPHKAT

< > Jakpeme

ONMCaHWE KpUMTO-NpoBaigepa

B OTKpbIBLLEMCS OKHE YKaXuTe HOCUTEeNb KA4deBon napbl n dann ceptudmkaTa:

¥cTaHoeka cepTudmkarta X

HKa}KHTE HOCMTENE KIHYEEOMN napel
(OJaCata  OeToken (8 Standard Key Storage

HrkakHTe Pain cepTHPHKATS:

| D:MOUIE ca_test_cert.cer | Beipars

YeraHoeMTE OrraeHa
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[ns ycTaHOBKM BbIGpaHHOro ceptudurkaTa HaXXMUTE KHOMKY «YCTaHOBUTL>» (B 3aBUCMMOCTU
OT MCMOIb3YEMOro HOoCUTENS U cepTudmrKaTa cMCTEMa Ha AaHHOM Liare MoxeT rnotpeboBaTtb
BBECTM Naposb).

1.8 Hacrtpoika wndposanua m dUIM cpeacrBamm
6unbnmnorekn OpenSSL

1.8.1 HacTpoiikn npoBainaepa

B okHe «KpunTo-npoBangepbi» Bblaenmte kpuntonposangep OpenSSL 1 HaXXMUTE Ha KHOMKY
«Hactpoutb>».

KpunTo-npoeaigeps X

Cricok YoTaHOENEHHEI KPMITO-NPOEalilepoE

Brifpate

I Hacrpoure

JoBaEHTE HOBEIA

Ypanume

Coznate ko

JCTAHOBMTE CEpTHDHIAT

< > 2akpbTh

O nHCaHKe KpWNTo-NpoBakHLepa

OTKpbIBLLUEECS OKHO NMpeaHa3HayeHo ans Bbibopa cxeMbl ayTeHTUdMKaunm, Bbibopa cepTndunkaTon
wudpoBaHusa n DL, a Takxke 4Nng NpocMoTpa NapaMeTpoB Bbi6paHHbIX CEPTUPUNKATOB:

Hacrpoiin >

AYTEHTHDHKELMA no cepTMMKETY NoNb30BaTENA w Bribpats
Bnaneney: Tech_Userg2
WMspaTens: arga.ru
CepuiHEIl HoMep: 00D5 FA18 C976 975F 82
Cpok nefcTBMs: c: 26.07.2017 no: 26.07.2018

3neKTPoHHO-LbPOEas NOAMMCE Brifpate
Bnanenew: Tech_User02
MzpaTens: arga.ru

CepuitHeli Homep:  00DS5 FA1S C976 975F 52
Cpok AeicTBuMA: o 20.07,.2017 no: 26,07.2018

MyTh K XPaHUMMLLY CEpTUDMKATOE

| certs\store.pem BribpaTb

MposepATE cepTHdMKAT cepeepa
MyTh K Manke KopHEBEIX cepTUdMKaToE

| certs\CA | BribpaTb

nWb K Nanke MUCKoE 0T 3BIE0E

| certs\CRL | BribpaTb
Otveria
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B BbiNajaloLleM CnMcKe «AyTeHTUDUKALMS» BbibepuTe CXeMy ayTeHTUDMKALUN:

«onpenensieTca ceppepoM» — Cxema ayTeHTMduMKaumm, HacTpoeHHas Ha cepBepe

Nno yMOs4aHuio;

«no cepTudunKaTty nonb3oBaTens» — Cxema ayTeHTudukaumm no ceptudmkaTy nosb3oBaTens.
Onsa paboTbl N0 A@aHHOM cxeMe ayTeHTUdUKaumm HeobxoamMMo co3aaTh 3anpoc Ha cepTudukaTt
N YCTaHOBUTbL ero (cM. . , );

«B [IOMEHE MO MMEHU N NApPOIO» — CXeMa ayTeHTUdMKaUNM N0 AOMEHHOMY MMEHN N NApOSIo;
«MO UMEHU M NApOID» — CXEMA ayTEHTUDUKALMUKN NO UMEHM N NAPONIO;

«BHYTPW AOMEHa» — CXeMa ayTeHTUdMKaUnUM No 4OMEHHOMY MMEHWN NOJib30BaTenNsl.

AOns pa6oTtbl B pexxumax wmndpoBanuua n LM moxker MCnosib30BaTtbCA KakK OQWH,
TakK M pa3Hble cepTudukartbl. MapaMeTpbl KpunTonposaaepa ana pabortbl
B pe>xkuMme wndpoBaHma u B perxkume SLIMN HacTpanBaloTcs OTAE/IbHO U HE3aBUCUMO

Apyr ot gpyra.

B cnyyae mcnonb3oBaHMsA ayTeHTMdMKaUMKM «NO cepTUdMKaTy Nonb3oBaTens», HeobxoaMMo
€034aTb 3anpoc Ha cepTUdMKaT, HaXaB Ha KHOMKY «BbibpaTb» (nogpobHee cM. n. ). Ecnu
B CUCTEME YyCTaHOB/EH CepTUPMKAT, TO MO HAXKATUIO HA KHOMKY «BblbpaTb» OTKPOETCs OKHO
Bblbopa cepTudmkaTta. lNMocne Bbibopa ceptudmkata B pamke oTobpasaTcsa ero napameTpsbl.

Mo Ha)kaTUIO Ha CTpesiKy OTKPbIBAOTCA NapaMeTpbl HACTPOMKM CXeMbl ayTeHTudUKaumm
«Mo cepTudmKaTy Nosb3oBaTeNs» AN YCTAaHOBKWM NMpuM3Haka NpoBepKu cepTudmukaTa cepsBepa,
a Takxe Ansa Bblbopa NyTel K nankam co CMMCKaMun OT3biBa U KOPHEBbIMWU cepTuduKaTamu.

HacTpoika 3aBepluaeTcs HaxaTueM Ha KHomnKy «OK»,

1.8.2 NeHepauuna 3anpoca Ha cepTucdpumkar

Y1066l NonyunTb OT 6pokepa dhann ceptudmkaTta, Heo6Xo0AMMO NO 3apaHee OroBOPEHHOMY KaHany
CBS3U nepeaaTtb eMy dann 3anpoca Ha ceptudumkaT, chopMmpoBaHHbIi B Pabouem mMecte QUIK.

Onanor cosgaHuns 3anpoca Ha cepTUdUKaT MOXHO OTKPbITb B HACTPOMKAX KIIMEHTCKOro Mecrta
cneayrowmmm cnocobamu:

B OKHe «KpunTto-npoBanaepbl» Bblaenute kpuntonposanaep OpenSSL U HaXXMUTE Ha KHOMKY
«Co3paTb Ku»;

Ha BkNaake «Toproensa / DUM» HaXXMUTE Ha KHOMKY «3arpy3nTb>». B OTKPbIBLLEMCHA OKHE
HaXXMUTe «3anpoc».
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MapameTpsl, obsa3aTenbHble AN 3aMoOJIHEHNA, MOMEYEHbI «*»:

3anpoc Ha cepTgmkar *
Bnaneney
*TonHoE MMA: | WeaHos Bnagumup HuKonaeeuy
*Email: | ivanov02@test.com
HOpraHuzauan; | TESTINVEST

WMHH: |

TloapasneneHue: | Ctaen01

=[] OMAHOCT: | Cneupsanict
*Topoa: | Hosocubupok
*PeruoH: | HCO
*CTpaHa: | RU
LokymeHT: |
r
[ononHMTENBHBIE MapaMET Pkl
AnNropuTM RSA | OnuHa 2048 v
©alin 3aNpoca Ha CepTMdMKaT:
| certrequest.pem | Boifpath

E-mail bpokepa:

B none «CrpaHa>» BBOAMUTCA ABYX6YKBEHHbIA KOA CTpaHbl No ctTaHAaapTy ISO.
Hanpumep, «ru» — Poccuiickaa ®degepauums.

1.8.3 YcraHoBKa ceptudukara
CkonupynTe nony4yeHHbln oT 6pokepa cepTuduKaT B KOPHEBYIO AnpekToputo Pabouero mecta
QUIK.

YcTaHoBKa cepTuduMKaTa BO3MOXHA ABYMS CocobaMu:

1. B okHe «Kpunto-npoBanaepbl» Bblaenute kpuntornpoBangep OpenSSL v HaXXMUTE Ha KHOTKY
«YcTaHOBUTb cepTudunkaTt». Boibepute daiin ceptndunkarta n HaxkMute «OTKPbITb».
2. YcTaHoBKa cepTudukaTa Ha 3Tarne yCTaHOBKW CETEBOr0 COEANHEHUS:

3anycTute Pabouee mecto QUIK. Haxxmute ™2 ans ycTtaHOBKM coeanHeHns. OTKpoeTcs
OKHO BMAaa:

YCTaHOBKE CETEBOrC COEAMHEHMA =

D-TEST [182.161.26.12:15000] w

WHdpoBaTE gaHHER © NorMol e CK3H:

| OpenSSL_Provider |

Henonesosars HACTPORKK M3 daling:

Beoa OTrEHE LCrpaera
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BbibepuTe dann HacTpoek B nose «Mcnonb3oBaTb HACTPOMKK N3 hanna» u HaxmuTe
«BBog». Mporpamma aBTOMaTMyeckn obHapyxuBaeT danin ceptmdukaTa v BbIBOAUT
3anpoc Ha gobasBneHne ero B Xxpanmnuuwe. Haxmute «da».

JNoBasuTb HOBEIA cepTudmkaT

g Haigen Hoeeii ceptndmkar

Bnagenew UserD1

Waparens: arga.ru

CepwiiHei Homep: 0003 FA18 C976 975F 8A
Cpok geiictema: ¢ 01.08.2017 no 01.08.2018

Xenaete gobasnTe ero B xpannanwe?

OTKpbIBaeTCS 3anNpoC Ha 3alUnTy NPUBATHOrO Ktoda naponem. MNMpu HaxaTum
Ha KHonky «HeT» ceptudmkar gobasnsercs 6e3 napons.

Bonpoc

e. XKenaeTe 33WMTUTE NPUEBATHEIA KNKOY Naponem?
Her

Ans BKAOYEHUS 3aWNTbl HaXMUTe «[la» n BBeaAUTE naposib.

Maponb AoMmKeH coaepxaTb X0Ta 6bl 04HY UNGPY, OA4HY 3arfaBHYO M O4HY CTPOUYHYHO
6ykBbl NaTUHCKOro andasunTta. [jonyckaTcs cMMBobl « » (npoben) n «-» (geduc).
,U,J'IVIHa naponsa AO/1XKHa COCTaBidATb HE MEHEE 8 cumBONOB.

3anpoc napona b4
WMHbopMauma o cepTHdUKaTE:

Bnanenew: Tech_User02

MzpaTens: arga.ru

CepuitHel Homep:  00D5 FA18 C976 975F 82
CpoK AeicTBMA: c: 26.07.2017 no: 26.07.2018

Mapons napone

Ommera

Bbibepute ceptudukat n Haxmute «OK».

[aHHbI crnocob Ucnonb3yeTcs TakXe Npu NNaHOBOW 3aMeHe cepTudukaTa.

1.9 Knwoum 3anycka Pabouero mecrta QUIK

Mpu 3anycke Pabouero mecta QUIK n3 KoMaHAHOM CTPOKM UCMONb3YIOTCS CNeaylolme Kaoum:

-clear - ouncTuTb cnyxebHble dainbl, KOTOpble coaepXaT Toproeble AaHHble (info.log (unn
curr_data.log B 3aBMCMMOCTUK OT HacTpoek TepMnHana), acnt.dat, alert.ik, alltrade.dat,
trades.dat, orders.dat). 310 no3BonsgeT yCKOpUTb 3arpy3Ky Nporpammsil.

-full-dump - B cny4yae Bo3HMKHOBEHUSA owmnbkn popmmnpyetcs DMP-cdainn, cogepxkawmi
NOMHY MHbOPMaUMIo O NporpamMmme.

PykoBopacTBo nonb3oBatensa QUIK 27
Pa3pen 1: NoaroroBka k pabote



-security-replace - nHctpymeHTbl B WND-(aine HacTpoek 3aMeHSItoTCS B COOTBETCTBUM
C npaBunammn, 3agaHHbIMKN B (aline 3ameHbl.

dopmaT 3anycka:

info.exe -security-replace [<mumMa odaiya C IpaBuilaMM 3aMEHBD> ]

Ecnu dain 3amMeHbl He yKasaH, To ncnonb3dyetcsa gann replacements.txt, pacnonoxeHHbin
B kaTanore ¢ Pabounm mectom QUIK.

®dopmaT darina 3amMeHsbl:

<Crapelt KOO KJjlacca 1>,<CTapeli KOO MHCTpyMeHTa l1>=<HoBEM KO KJjlacca 1>,<HoBmll KOX

MHCTPpyMeHTa 1>

<Crapwt KO&I kJjlacca N>, <CTapbeli KOI MHCTpyMeHTa N>=<HoBHM KOI kJjlacca N>, <HOBEI KOI

MHCTpyMeHTa N>

3aMeHATCA creayolme napamMeTpbl:

Ko UHCTpyMeHTa;

KpaTkoe 1 nosiHoe HaMMeHOBaHME NHCTPYMEHTA;
Koa knacca;

HanmeHoBaHMe knacca.

ANna KOppPEeKTHOM 3aMeHbl MHCTPYMEHTOB B Tabnuue «Jlocka OonuuMoHOB>» B KauecTBe
KoAa KJlacca csieayeT yKasbiBaTb KOA KJlacca ONuUMOHOB, a B KayecTBe 3aMeHAEeMOoro
MHCTPYMEeHTa — kop 6a30BOro akTmsea.

Ecnu ykasaHHbIi B daline 3aMeHbl MHCTPYMEHT He HaldeH B CMpaBOYHUKE MHCTPYMEHTOB
Pabouero mecta QUIK, To onepaumns 3aMeHbl HE BbINOHAETCS.

Mpumep danna:

SPBOPT, GZ10250BJ6=SPBOPT,GZ10250BL6
SPBFUT, S1Z6=SPBFUT, SiH7

Ansa coxpaHeHusi U3MeHeHHoro daina HacTpoek Heo6xoAMMO UCNosb30BaTh
cdyHKLUMOHaN coxpaHeHuna koHdurypaumm Pabouero mecrta QUIK B WND-dain
(cM. B n. 2.12 Pazaena 2 «OCHOBHbIE NPUHLUMNbI paboTbl> ).
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1.10 HacTtpoka napaMeTpoB coeAnHEeHUA

1. Mo yMonuyaHMIO NpeanaraerTcs TMN coeAuHeHUs, KOTopbiiA 6blJ1 UCNMOJIb30OBaH
npv npeabiaywem nogknoyeHun. Ecnm kakoe-to coeguHeHune 6bis10
OTpeaAaKTUpPOBaHO wiu Ao6aBneHo, TO NpPU o4YepeaHOM NOoAKJIIUYEHUM
OHO 6yaeT NpeasioXKeHOo Mo YMOJIYaHUIO.

2. PekoMeHAyeTCs HaCTPOUTb OUEpPEeAHOCTb 3anuceiM B CNMCKe coeAuHEeHUM
B nopsaake y6biBaHMS 4acTOTbl MCMOJIb3OBAaHUS COEAUHEHU, NepeMeLllas

~ L

CTPOKM B CNMUCKE KHOMKAaMM CO CTpeJikaMum n .

MpocMmoTp A0CTyNHBIX COEaMHEHNI *

FIHpopMaLnAa o coeguHEHWAX

OnucaHne coegmk IP-Anpec Mopt Knioy cepeepa A

KRISS 192.168.37.171 9200 QUIK_BROKER
KRISE 192.168.37.171 9300 QUIK_BROKER Oobaeuts
R
Pepaktuposatmne coegrHerna * R WamennTs
OnNUCaHne COBONHeHnA CeTtesoi agpec Mopt Kniou cepeepa E
~ w
|KRI85 | |192.158.3?.1?1 | |9300 | |inf0 R
R Yoanurs

TTpW pa3pLiBe CEA3N
BOCCTaHaBNWEATE CBAZL ABTOMATMYECKH Yyepes CceKyHa © |1U:UU:UU = | go |23:UD:DU =

MpK BOCCTAHOBMNEHWA MCNONE3I0BATE TONLKD NapaMeTpel NOCNEOHErD COBOUHEHWA

B npouecce padoTsl

[ NpoBepATh CBA3L ¢ CEPBEPOM Kamane 00 CEKyHO, NockinanA coofleHne pasMepom | 128 Gailt

CoxpaHute OTMeHa Crnpaeka

OTkponTe NyHKT MeHio Cucrtema/CoeanHEHMUS....

Onsa pegakTupoBaHus BbibepuTe CTPOKY U3 cnncka «MHdopMauna o COeANHEHNAX» U HaXMUTe
KHOMKY «/3MEeHUTb>.

[Ons co3zpaHns HOBOMO COEAMHEHUNS HAaXMUTE KHOMKY «[Jo6aBuTb».

B none «CeTeBoW agpec» yKaxuTe AOCTYMHbIN CEeTeBOW agpec KOMMbIOTEpPa, Ha KOTOPOM
ycTaHoBneH cepsep QUIK, B none «lMopt» — nopT cepBepa. Npu paboTe yepes npokcm-cepeep
B JIOKANbHOW CETU ero ceTeBolr aapec v NopT YKa3blBAKOTCA B MYHKTE MEHIO NMPOrpamMmmbl
Cucrtema/Hacrtpoiikn/CoeagnHeHmne ¢ UHTEepHETOM... (OnMcaHne HacTPONKN COeaANHEHUS
yepes NpOKCU-CePBEpP CM. B M. ).

B none «Kntou cepeepa» ykaxute naeHtudukaTop kntoda cepsepa. NaeHTudukatop
coobuaetca AgMmHucTpaTopoM cepeepa QUIK.

B none «CeTeBoi aapec>» yka3biBaeTca cereBoe uma wnau IP-agpec komMmnbloTepa,
Ha KOTOPOM ycTaHoBJieH cepBep QUIK.

HaxxMute KHOMKYy «[la» Ans COXpaHeHUs USMEHEHUN UKW KHONKY «OTMeHa» ANns 3aKpbiTus
OKHa 6e3 coxpaHeHwusl.
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7. [Onsa ynaneHusi HEHY>XHOro CoeAMHEHUsl BblAenuTe ero B cnucke «MHdopmaums
O COEIIHEHUSAX>» U HAXMUTE KHOMKY «YAanuTb».

1.10.1 HacTpoiikm aBTOMaTUUECKOIro BOCCTaHOBJIEHUSA CBSI3U C CEpBepoM

1. YcraHoBuTe diaxok «BoccTtaHaBMBaTb CBSA3b aBTOMATMYECKM Yepes ... CEKYHA C ... 40 ...».

B MNosie «4yepes ... CEKyHA» 3aJaiTe nepuos oXxunaaHums B ceKyHaax. PekoMeHayeMblit
nHTepBan: 15-60 cekyHA. MMHMManbHbIM MHTEpBanN: 5 cekyHa.

B nonsx «c ... 4o...» yKaxute nepuos BPEMEHUN, B TEYEHUE KOToporo byaer
[eliCTBOBaTb BOCCTAHOB/IEHNE CBSA3WN. YKa3bIBAETCA CUCTEMHOE BPEMS KOMMbIOTEPA
nosib3oBaTensi. PeKoMeHAyeTCcs HacTpanMBaTb NepMoA B COOTBETCTBUM CO BPEMEHEM
npoBeaeHns TOproB Ha 6Mpie, Tak Kak Nno 3aBepLIeHNN TOProB cepBep
aBTOMATMYECKM OTKJIIOYAET BCEX MOMb30BaTeNel. B nocneayowme Toproeblie AHN
cBs3b 6yAeT aBTOMaTMYeCKN BOCCTAHABIMBATbLCS B Ha3Ha4YeHHOe BpeMs.

2. Ecnu dnaxok «lpn BOCCTaHOBNEHMN MCMNO/Ib30BaTb TOJIbKO NapaMeTpbl NOCneaHero
coeanHeHus» BkAo4YeH (N0 YMOMYaHMIo), TO cneaytolee coegnHeHne yCcTaHaBIMBaETCs C TeMU
»Ke HaCTpoMKamum, 4To U B nMpeablayLlen nonbiTke.

Ecnu dnaxok CHAT, TO cneayiollee coeAUHEHNE YCTaHaBNMBAETCA C HAaCTpolikaMmu,
yKa3aHHbIMW B crieaytolleit cTtpoke crnmcka «MHdopMaums o coeanHeHusax». Ons aToro
Heo6X0ANMO ynopaA0UYNTb CMIMCOK AOCTYMHbIX COEAUHEHMUIA C MOMOLLbI0 KHOMOK ~ U

B COOTBETCTBUM C XKe/TaeMoW o4epeaHOCTbio nepebopa coeanHeHuin. Ta BO3MOXHOCTb MOXET
MCNoNb30BaTbCSA AN NOAKIIOUEHUS K CEPBEPY Yepes pasHbiX NpoBaliiepos.

1.10.2 HacTpoiikm MOHUTOPMHIa 3aAep>KeK Ha KaHaJie CBA3M

Ecnu ycTtaHoBneH dnaxok «[poBepsATb CBA3b C CEPBEPOM KaXAble ... CEKYH/, Nocblnas
coobuieHne pasmepomM ... 6anT», To NnporpamMMa NpoBOAUT PErynspHbIN 3aMep 3a[epXeK Ha KaHane
CBS3M MeXAy CepBepOM U K/IMEHTOM, NPU 3TOM 3HAYEHME MO YMOSYaHMIO (U MUHUMaNbHOe
3HauveHne) 30 cekyHA. Pe3ynbTaThl 3aMepoB oTobpaxatotcs B «MIHPOpMaLMOHHOM OKHe>,

CM. .

DYHKUMSA UMEET NapaMeTpbl 4S9 HAaCTPONKK:

WHTEepBasn B CEKyHAaX Mexay OTnpaBKOWM coobLieHni, pekoMeHayeMas BennumnHa: «60»;
Be/INYMHA OTNpaBfsieMoro nakera, B 6antax, pekoMeHAyeMas BeinynHa: «128».

1.10.3 HacTtpoiika napaMeTpoB NOJIyYEHUS U COXPaHEHUS AAaHHbIX

MonyuyeHune aaHHbIX
HacTtpolika nonyyeHns AaHHbIX BbINMOSHAETCA Yepes MyHKT MEHH0
Cucrema/HacTtpoiikun/OCHOBHbIE€ HAaCTPOMKM..., pasaen «lporpamMma» / «[ony4yeHne gaHHbIX>.

1. <<|/|HTepBa}'I 06HOBIEHNS AaHHbIX C TEKYWHMNM COCTOAHUNEM» — YyNpaBJieHne nepnogn4HoCTbio
obHOBNEHMS AaHHbIX B Tabnuue TEKYLWNX TOPros.:
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«3anpawnBaTb AaHHble pa3 B ... CEK.» — AaHHbIA NpM3HaK NO3BOJISET OTK/IOUYUTD
HernpepbIBHOE NOMYYEHMNE AaHHbIX Ana Tabnuubl TeKyLwmx TOpros. Mpu BKAKOYEHHOM
npusHake nHdopmaums B Tabnruye obHOBNSETCS NEpNUoAgMUYEecKn Yepes YyCTaHOBEHHbIN
WHTepBan, B cekyHaax. MakcumanbHbIn nepmnog 0bHoBeHnsa — 60 cekyHA. MpusHak
BKJIFOYEH MO YMONYAHUIO. 3HAYEHMNE MO YMOTYaHUIO: «1>»,

2. «[1pn NONy4YEHNM HOBOIO MHCTPYMEHTA» — yrnpasfieHne A06aB/IEHNEM HOBbIX MHCTPYMEHTOB

B CYLLECTBYHOLLUME Tabnnubi:

«[JobaBnaTb ero Bo Bce Tabnuubl» — ecnm hnaxxok yCTaHOBNEH, TO NMPWU MOSBAEHUMU

B TOProBOli CMCTEME HOBOIO MHCTPYMEHTaA B KakoM-11Mbo knacce oH 6yaet nobasneH

BO BCe cyllecTBylowme Tabnuubl, rae otobpaxatoTcsd MHCTPYMEHTbl JaHHOro Knacca,

a Takxe gobaBseH B CMUCOK MHCTPYMEHTOB, oTobpa)xaeMbix B «Tabnuue TeKywmx

TOpPros».

3. «[lonyyeHwne no3uunii no rnobanbHOMy PUNBLTPY KAMEHTa» — ecnn hNaxoK yYCTaHOBJIEH,
TO NMofAb30BaTe b NOAyYaeT TONbKO MNO3MLUMK MO KOAY, YKa3zaHHOMY B rnobanbHOM punbTpe.
Ecnn B punbTpe BbibpaHo 3HaueHne «<He ykasaH>», TO Nony4YeHmne no3muuii He NponuCxXoamT.
Mpn namMeHeHun Koga knmeHTa B «Obwem dunbTpe KIMEHTOB» WKW NnepekntoyYeHnmn Ha
BKIaAKYy C APYIrMM KOAOM KSIMEHTa NosyvyeHue no3numin NpoMcxXoauT o HOBOMY KOAYy KMEHTa.
Mpu BKNtOYEHHOM (hnaxkke «lonyyeHmne no3mumnim no rnobanbHOMy GUILTPY KAMEHTa»
yCTaHOBKa ¢unbTpa 4Yepes NyHKT meHio CepBuchbl / O6wme punbrpbl... 1M60 HaxaTmem
couveTaHusa knasuw «Ctrl» + «G» 1 BkAYeHne onumn «MckndaTtbe n3 dunbeTpa BblibpaHHbIEe»
(cm. n. 2.8.3 Pasaena 2 «OCHOBHble NpUHLUMMLI paboTbl») He Ucnonb3yeTcd. 1o yMonyaHuio
HacTpoMKa BbIK/OYEHA.

KoTuposku

HacTponka cnncKoB MHCTPYMEHTOB A5 NoslydeHns nHbopMaunmm no KOTMPOBKaM BbIMOAHAETCS
yepes NyHKT MeHlo Cuctema/HacTpoiikn/OCHOBHbI€ HAaCTPOMUKM..., pa3aen

«Mporpamma» / «lMony4vyeHne gaHHbIX»/<«KOTUPOBKN>».
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DoprnpoEaTe cNucok oBHOBNAEMEIX MWHCTPYMEHTOE W N3PaMETPOE:

9] "YMHEIM" 33K330M JAHHBIX (PEKDMEHIYETCR)

@ no EblépEHHblM Knaccam:

[®] Beipate Bee " Knaccos 26/26

EES Anroputm EESZ2 © oTHOCUTEABHBIM CN (s17]

SMS B PeEA WHetpymenTos  4243/4243
VHBECT-NAEM Mapamerpoe 140/140

Kpocc-kypcbl BantoT
ME BantoTa: MHgekcwl
LBCIE T (o T Knacc: MB ®P: T+ Kopn.obauraummn
MB ®@P: A1-OBnurawmn
MB ®P: MHgekce

DUAETP MHCTPYMEHTOE
ME ®P: OGnuraumm (pacy.s EUR) 0 b 5

ME @P: MepenuHoe pasmelteqne (oBauragum) BeiBpano 1757 n3 1757 Hacrpoute...
MB @P: PMC: AT-Akunm 1 nawn

ME @P: T+ ETF [] ®unetp napametpos

ME ®P: T+ Al-Axkuwn, nan w POP

MB ®P: T+ A1-O6auraumn Boibpano 64 ns 64 HactpouTs...

MB ©P: T+ A-Axupn

MBE @P: T+ OBawraunn (pacy.e USD)

MEBE @P: T+ Man

Onuwoner FORTS w

HacTpoute no oTKpbITbiM TaGauuam CBpocnTe huneTpe!

Coxpanute OTmena

«®OopMMpPOBaTb CMMUCOK MOJSIyYaeMbIX MHCTPYMEHTOB M NapaMeTpoB» — HACTponka obbema AaHHbIX,
nonyyaeMmbix ¢ cepeepa. [103BONSET OrpaHNUYUTb CMUCOK MPUHUMAEMbIX AAHHbIX A8 COKpaLLEeHUs
Tpadwuka:

1. «"yMHbIM"” 3aKa30M AaHHbIX (PEKOMEHAYETCA)» — NofyyaTb HOBblE 3HAYEHUSA MO NHCTPYMEHTaM
N nx NapameTpam, KOTopble oTobpaxatoTcs B Tabnmuax nporpaMmbl, He06X0AMMbIX A4
pacuyeTa MapXuWHasbHbIX NoKasaTenen, NoKynaTenbHOM CNOCOBHOCTHN, MCNOMb3YHOTCS
B ckpunTax Lua n QPILE, oTobpaxatoTca Ha rpadumnkax, s3KCNOPTUPYIOTCS B CUCTEMBI
TEXHUYECKOro aHanm3a 1 UCMoJb3yTCs BHELWHWMU MOAKAOYAEMBIMU MOAYISAMMU.

Cnucok Tabnuu, coaepXmMmoe KOTopbIX BAUAET Ha HAabop nony4vyaeMblX MHCTPYMEHTOB
N NapaMeTpoB:

Tabnuua TekyLwmx TOpros;

Tabnuua namMeHeHUn NapaMeTpoB;

Tabnuua NCTopum 3HaYeHui;

KnueHTtckunii noptdens;

Kynute/Mpoaats;

Jlocka onumoHOB;

Tabnuua nokanbHbIX ONOBELLEHMA NO NapameTpam Tabnuubl TEKYLLNX TOPros.

2. «no Bbl6paHHbIM KflacCaM>» — noJsly4aTb HOBbl€ 3HA4YEHUA NO MHCTPYMEHTAM U UX NapaMeETpaM
no Bbl6paHHbIM B OKHe AaHHbIM. B okHe npeacrtaBieH CNMCoK, rge C NoOMOLWbIO rajiodek MOXHO
Bbl6paTb KJlaCCbl, Nosly4aeMbIX AaHHbIX. Takxe AOCTyneH Nouck.

MyHKT <<Bb|6paTb BCe» — OTMeyaeT BCe KNacchbl / oUnLLaEeT BCe.
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KHonka «HacTpouTb Mo OTKPbITbIM TabnuuamM» — HaCTPOUTb aBTOMATMUYECKM DUIbTPbI
MHCTPYMEHTOB W MapaMeTpoB, BbI6paB TO/IbKO T€ MHCTPYMEHTbI U UX MapaMeTpbl,
KOTOpble oTo6pakatoTcsl B Tabnmuax, OTKPbITbIX NMOMb30BaTeNEM Ha AaHHbIA MOMEHT.
Mpy peaakTUpoBaHWKM NoNb30BaTENEM HAaCTPOEK TabuL, HAacTpokK GUNbTPOB
NPUHUMAEMbIX AaHHbIX U3MEHATCS COOTBETCTBEHHO.
Mpw BKIIOYEHHOW HACTPOMKE KPOME OTKPbITbIX OKOH YUYMTbIBAlOTCA
TakK)Xe napameTpbl, Heo6xoauMbIe AJI pacyeTa Map)>XUHaJNbHbIX

nokasartesie 1 NoKynaTtesibHOW CNOCO6HOCTMU.

KHonka «C6pocnTb hUNbTPbI» — cHpacbiBaeT BCe HACTPOEHHbIe DUIbTPbI MO KaccaM.

O6bwas ctaTucTMka no BCeM BbI6paHHbIM M AOCTYNHbIM NapaMeTpam 0To6pa>+<aeTc;|
crnpaBa OT CNUCKa,

K/laccoB BbI6GpPaHO / KaccoB AOCTYMHO — KOIMYECTBO BbIBpPaHHbIX / AOCTYMHbIX
K1accoB;

WHCTPYMEHTOB BbI6paHO / MHCTPYMEHTOB AOCTYMNHO — obliee KOAn4ecTBo
BblGpaHHbIX / AOCTYMHbIX UHCTPYMEHTOB;

napaMeTpoB BbibpaHO / NapaMeTpoB AOCTYMHO — obuiee KOIMYeCTBO BblOpaHHbIX /
AOCTYMHbIX NapaMeTposB.

BHYTpM Kaxxgoro knacca HacTpavMBaloTCs:

«@OUNbTP UHCTPYMEHTOB» — €Cnn (hf1aXKoK YCTAaHOB/EH, TO NPUEM AaHHbIX
OCYLLECTB/ISIETCS TOJIbKO MO Bbl6paHHbIM MHCTPYMeHTaM. Ecnu dhnaxok CHST,
TO MPUEM [aHHbIX OCYLLECTB/SIETCS MO BCEM MHCTPYMEHTaM, AOCTYMHbIM A/
AaHHOro knacca. Knaccel, No KOTOpbIM YCTaHOBJIEH (PUIIbTP MHCTPYMEHTOB,
BblAENSOTCS CEPbIM LIBETOM;

«®uUNbTp NapaMeTpoB» — ecnun GiaXoK yCTaHOBMIEH, TO MPUEM AaHHbIX
OCYLLECTBJ/ISIETCSA TOJIbLKO MO BbI6paHHbIM napamMeTpaM. Ecnum dnaxok cHAT,
TO MPUEM [aHHbIX OCYLLECTB/SIETCS MO BCEM NapaMeTpaM, AOCTYMNHbIM ANs
WHCTPYMEHTOB AaHHOro knacca. C noMolublo AaHHOro ¢puibTpa MOXHO
0TKa3aTbCs OT MOSYYEHUS HEUCTO/b3YEMbIX NapamMeTpoB.

CraTtuctnka no MHCTpYMEHTaM 1 napameTpaM BblbpaHHOro knacca otobpaxaetcs
noa punbTpamu.

CoxpaHunTe HaCTpPOMKM, HaXKaB KHOMKY «COXpaHUTb>».

O6e3nnuyeHHble caenKu

HacTpoiika CNnMCKOB MHCTPYMEHTOB A5 MoNy4YeHus nHdopmMmaumm no ob6e3niMyeHHbIM caenkam
BbIMNOSIHAETCA Yepe3 NYHKT MeHto Cuctema/HacTpoiikn/OCHOBHbIE HAaCTPOMUKM..., pa3aen
«Mporpamma» / «lMonyyeHne gaHHbIx»/«Obe3nnYeHHble CAeNKM».
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BbiBpath knaccbl MHCTPYMEHTOB:

[®] BeiGpate Bce

[[] EES AnropuTia EES2 € 0THOCUTENBHEIM CIPEAOM
[ WHeecT-naen

[] ME Banwara: Mngekcel

ME ®P: T+ Kopn.oBauraumm

] MBE ®P: A1-06auraumm

[ ME ®P: O6nuraumn (pacu.s EUR)

] ME ®P: MNepenuroe pasmewenne (obanraumm)
1 ME ®P: PINC: AT1-Akuan 1 nan

[ MB ®P: T+ ETF

[ ME ®P: T+ Al-Akuwn, nan v PP

1 ME ®©P: T+ Al-O6nauraume

1 ME ®P: T+ J-Akupm

1 ME ®P: T+ Ofanrawme (pacq.e USD)

1 ME ®P: T+ Man

1 onumere FORTS

[] Ovnpaexa daiince gns oTuetoe

CépocnTe hunbTpbl

D HDJ’I)"‘-IETb oBesnMYEHHBIE CAENKW C MOMEHTE NOAKNHYEHNA

|_|EFI E33K3zaTk JaHHEIE

Knaccos 2723
WHctpymentos  1815/4233

Knacc: MB PP: Mnpekcm

[J ®unstp HcTpymenTos

BeiGpaHo 38 w3 58 HactpouTe...

Coxpanwte OTmena

1. «BbI6bpaTb KNaccbl MHCTPYMEHTOB®» — MOJlydaTb HOBblE 3HAYEHMS MO UHCTPYMEHTAM KJ1acCoB,
Bbl6paHHbIM B OKHE. B OKHe npeacTaBfieH CUCOK A0CTYMHbIX KNaccoB. Takxe A0CTyneH

MOUNCK.

cnpaBa OT CNUCKa,

KJ1accoB.;

MyHKT «BblbpaTbh BCe» — 0OTMeYaeT BCe KacChl / ouuMLLaeT BCe Kacchl.
KHonka «CbpocnTtb punbTpbi» — cbpacbiBaeT BCE HACTPOEHHbIE PUNBLTPbI.

Obuwas cTaTucTMka no BCeM BbIGpaHHbIM KilaccaM U MHCTPYMeHTaM oTobpaxaeTcs
Kf1laccoB BbI6paHO / KNAaccoB AOCTYMNHO — KOMYECTBO Bbi6paHHbIX / AOCTYMHbIX

WHCTPYMEHTOB Bbl6paHO / MHCTPYMEHTOB AOCTYMNHO — obliee KoNmM4ecTBO Bbl6paHHbIX
/ BOCTYMHbIX MHCTPYMEHTOB;

BHYTpM KaXxgoro knacca HacTpavMBaeTcs:

«@UNbTP UHCTPYMEHTOB» — ecnun (iaXkok YCTaHOBMEH, TO NPUEM AaHHbIX

OCYLLECTB/ISIETCSA TO/IbKO MO BblI6paHHbIM MHCTPYMeHTaM. Ecnin dnaxok CHAT, TO Npuem
OaHHbIX OCYLLLECTB/ISETCA NO BCEM UHCTPYMEHTaM, AOCTYMHbIM AN AaHHOro Kiacca.
Knaccbl, N0 KOTOPbIM YCTaHOBMNEH (PUIbTP MHCTPYMEHTOB, BbIAENSAOTCS CEPbIM

LLBETOM.

CraTtnctnka no MHCTpyMeHTaM BblIbpaHHOro Knacca otobpaxaeTcs noa dpunbTpaMu.

2. «[lony4daTb 06€3/1MUYEHHbIE CAENKM C MOMEHTa MOAK/TIOUYEHMSI» — HAaCTPOMKa PacCbliiKn

06e31MYeHHbIX cAenoK nonb3oBaTtento. Ecnu dnaxok yctaHoBMeH, TO MHbOpMaLmsa 0 caenkax

noctynaet c cepsepa QUIK c MOMeHTa yCTaHOBJ/IEHUS CBSA3M C cepBepoM. Ecnum dnaxok CHAT
(N0 yMon4aHu1io), TO caenku A03aKa3blBalOTCA C YYETOM MocseaHen caenku, nMetoulencs

B Pabouem mecte QUIK.
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3. «[lepe3akasaTb AaHHbIe» — MPU HAXaTUKN KHOMKMK yAANSeTCs BCS AOCTynHas uHdbopMauus
06 obesnnueHHbIx caenkax (oumwatoTcs Bce Tabnuubl 1 hanoBoe XpaHUMLE), CAENKU
nepesakasblBalOTCA C YYETOM HacTponku «lMonydyatb o6e3nmyeHHble caenkm ¢ MOMeHTa
NOAKJ/TIOYEHUS».

CoxpaHuTe HaCTpPOMKK, HaxaB KHOMKY «CoXpaHUTb».

I KoMmmMmeHTapum:

CnncoK MHCTPYMEHTOB, BbIBpPaHHbIX MO YMOMYaHWUIO B Ananore cosaaHus Tabnuubl
06€3NMYEHHbIX CAENO0K, COBMNaAaeT CO CMMCKOM MHCTPYMEHTOB, OTMEYEHHbIX
nosib30BaTeNieM B AManiore HaCTPOMKM 3aKa3a 06e3/IMYEHHbIX CAEeSOK.

Mpu nobaBneHnn B Tabnumuy 06e3NMUYEHHbIX CAENOK MHCTPYMEHTOB, MO KOTOPbIM

He 3aKa3aHbl 06e3/INYEHHbIE CAENKMU (T.€. UHCTPYMEHTbI He 6bisn BblbpaHbl B Ananore
HacTpoek 3aka3a 06e3/IMUYeHHbIX CAENOK), AaHHble MHCTPYMEHTbI aBTOMATUYECKM

[o6aBnsaTCa B CNUCOK MHCTPYMEHTOB AJ14 3aKa3a 06e3NMYEeHHbIX CaeNoK.

Ecnun npu cosaaHnmn TMkoBbIX rpacdunkoB no Tabnvue 06e31nYeHHbIX CAENO0K UK
Npwn HacTpolKe 3KCNopTa TUKOB B CUCTEMbI TEX. aHaNn3a Ha OCHOBaHMK Tabnumubl
06e3/1MYEHHbIX CAENOK NOSb30BaTeb BbiI6MPaeT MHCTPYMEHT, MO KOTOPOMY

He 3aKa3aHbl 06e3nYeHHble CAENKN, TO AaHHbIA UHCTPYMEHT aBTOMaTUYECKM

pobasnsieTcs B CNMCOK MHCTPYMEHTOB AJ14 3aKa3a 06e3/11MYEeHHbIX CAENOK.

Mo kHonke <<I'Iepe3a|<a3aTb AaHHbIE» HE NMPeEAYCMOTPEHA aBTOMaTMU4YECKaA O4YNCTKaA

OaHHbIX A1 3KCcrnopTa 06e3/IMYeHHbIX caenok ¢ ucnonblosaHnem ODBC n DDE.

OuuncTka AaHHbIX NPOM3BOANTCA MOJSIb30BATENIEM BPYUHY0. [lepesanyck pacyeTa
QPILE-nopTdens Takxe OCYyLWeCTBASAETCHA NONb30BATENEM BPYUHYIO.

CoxpaHeHMe faHHbIX
HacTpolika coxpaHeHMs AaHHbIX BbIMOMHAETCS Yepe3 MYHKT MEeHH
Cucrema/Hactpoiikn/OCHOBHbIE€ HAaCTPOMKM..., pa3aen «lporpamMmma» / «CoxpaHeHue

AAaHHbIX>»,

1. «CoxpaHATb 418 nony4vyaeMbiX MHCTPYMEHTOB U MapaMeTpoB» — MpuU3HaKu, onpegensoowme
KO/IM4YecTBO MHGOopMauumn, xpanmmon Pabounm mectom QUIK ansa nocnegytowero
MCMNoS1b30BaHUA.

«TONbKO AaHHble, OTpa)awuwme TeKyllee COCTOSHME» — COXPaHAKTCA nocieaHue

3HauYeHus1 NapamMeTpos.,

«[laHHble, OTpa)xawuwme TeKyllee COCTOSHNE U BCIO UCTOPUIO U3MEHEHUN» —

COXPaHAITCA BCE NPUHATbIE 3HAaYeHUd napamMeTpoB. [JaHHoe CBOWCTBO Heob6xoanMo

npu NUCronb3oBaHUM TabnuLbl UCTOPUKN 3HAUEHUI, TabnuLbl USMEHEHUSA NMapaMeTPoB.,
NOCTPOEHUS rpadMKOB Mo 3Ha4YeHnsAM Tabnumubl TEKYLINMX TOProB, a TakXe 3KCrnopTa

OaHHbIX B CUCTEMbl TEXHUYECKOr0 aHann3a, ecim Ux UCTOYHUKOM sBnsieTcs Tabnuvua
TEKYLNX TOProB.

«Mony4yaTb NponyLeHHble AaHHbIe» (BNUAET Ha CKOPOCTb paboTbl MPUOXEHMUS) —
npwn yCTaHOBNEHHOM (pnaxxke nporpamMma nosly4yaeT C cepBepa Bce AaHHble C Hayana

TOPros 3a 3TOT AeHb. [1pn CHATOM (b}'la)KKe nponsBoanTCA NMPUEM TOJIbKO HOBbIX
AaHHbIX.

AaHHOe CBOWCTBO Heo6xoaMMo, ecnm ncnonb3syerca Tabnuua ncropum (nnbo
B rpadmkax Mcnosib3yroTcs napamertpbl us Taébnuuybl ncropmn) nn6o Tabnmuya
U3MeHeHMM 3HaYeHUn napameTpoB. Ecnm ykasaHHble Tabnuybl

He 3anei7|c1'303a|-|b|, pekoMeHAayeTCA OTK/TIIYNUTDb 3TOT (‘I)na)KOK ansa
yMeHbleHus Tpaduka.
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2. «OyunwaTb AaHHble NOCNEe CMEHbI AaTbI»:

«Ha nokanbHOM MalmnHe» — OYMULLAET B NAaMATU AaHHbIE NpeablayLlein ToproBomn
ceccum cpasy nocsie 3anycka NporpamMmbl, A0 YCTAHOBJIEHUSA CBA3M C CEPBEPOM.
Ncnonb3yiiTe 3TOT BapuaHT, €C/iM HET HeobXoAMMOCTM nMony4vaTb MHPOpMaLMIO

0 Toprax 3a npeabiaywmn geHb rnepesg HadasaoM TOPros 3a TEKYLWNA AEHb.

«Ha cepBepe (Npu yCTaHOBNEHMN CBSA3MN)>» — OYMLLAET AaHHblE NpeablayLlen TOProBow
ceccuun npu NosiBfIEHMN Ha cepBepe AaHHbIX, OTHOCALMXCS K HOBOW TOPrOBOW CECCUM.
Ncnonb3yiTe 3TO BapmaHT, ecnu nHdopMaums o Toprax NpuHNUMaETCs yTPOM
cnepytowero gHa (HanpuMmep, U3-3a CYWeCTBEHHOM pa3HuMLbl B 4YaCOBbIX Nosicax).

1.10.4 HacTpoiika coeaMHeHus yepe3 NpoKCcUu-cepeep

Onsa opraHusaunun paboTtbl cucteMbl QUIK M3 NOKanbHOM CETU, UMEIOLLIEN OrpaHUYeHne AoCTyna
B VIHTepHeT, ckopee Bcero notpebyeTcst HacTpolika NpOKCUM-cepBepa aAMUHUCTPATOPOM CETH.
Ecnu cyliecTByeT BO3MOXHOCTb YCTaHOBUTb CoenHeHNe 6e3 UCMob30BaHUA MPOKCUM-cepBepa,
TO BbINOMHATL 3Ty HAaCTPOIKY He Creayer.

1. OTkpouTe nNyHKT MeHtlo Cucrema/Hactpoiikn/CoeanHeHme c UHTEpHETOM....
[ Cosgvnenue c MuTepHeTom l—S_:hJ\

+ | Menonezoeate NpokcH - cepeep

Cetepon agpec  0.0.0.0 Mopr 0

[poToKoN B3aMMOAEHCTEHA C NPOKCH - GEPEEPOM

SOCKSS fes MOEHTHGMKAUHY NONES0EETENA -

W aeHTHpMKALMA NONE30ESTENA
Sal'lpaI.IJHBaTb HA M NAp0nk B NPOUECCE COR0WHEHKA

YuTaTe WA M N3P0k WS $aing HACTPOkKKM

Wr4a 1 napone

Wraa Mapone

[ Ha H Orraena | Cnpaexa

2. YcraHoBuTe naxok «Mcnonb3oBaTb NPOKCU-CEPBEP>.

3. B nonsax «CeteBon agpec» u «lopT» BBEAUTE agpec 1 NopT NpoKcm-cepsepa (coobuaeTtcs
aAMUHNCTPATOPOM NOKasibHOM ceTn). Ero Takxxe MOXXHO HalTK B HAacTpOMKax NporpaMmbl
obospesaTena UHTepHeT, HanpuMep ansa MS Internet Explorer Hy>XHO OTKpbITb MYHKT MEHIO
CepBuc/CaoiicTtBa 6paysepa, Bknagka «lNogkntoueHus», HaxaTtb «HacTpolika cetn» -

B pasaene «lpokcu-cepBep» yKasaHbl agpec NpoKCU-cepBepa 1 HOMEp rnopTa, KOTOpble HYXHO

yKasaTb B HacTpomkax.

B none «Aapec>» yka3sbiBaeTcs ceteBoe uMsa unu IP-agpec koMmnbroTepa,
Ha KOTOPOM ycTaHoBJieH cepBep QUIK.

4. BbibepuTe ncnosb3yemblii TUN COEAVNHEHUS:

«SOCKS5 ¢ nageHTMdmkaumen no UMeHN 1 Napos>» — ecnim NpoKCcuM-cepeep
nogaepxxunsaeT npotokos SOCKSS5, n tpebyertca naeHtudmkaumsa nonb3osartens.
B aToM cnyyae nma v naponb 4nsa Aoctyna B MIHTepHeT 6yaeT 3anpawuvBaTtbCs Ans
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BBOAA MOSIb30BaTeNIeM BPY4HYO, eC/in BbibpaHo ycnoBue «3anpawmBatb UMS UK
naposb B npouecce coegmHeHus», nnbo oHn 6yayT coxpaHeHbl B dani HacTpoek
cucTtemsbl, ecnn BbibpaHo ycnoeue «4Ymrtatb MMS 1 Naposib M3 daiaa HaCTPONKM» .

«SOCKS5 6e3 nageHTndukaumm nonb3oBaTens» — eC/iv NPoOKCU-cepBep noaaepXxuneaer
npotokon SOCKS5 n nageHtndmnkaums nonb3osartensa He TpebyeTcs.

«CONNECT uepes3 HTTP nopT npokcu-cepsepa» — ecnn npotokon SOCKS5

He NoAAepXMBAETCs CepBepOM, HO BO3MOXHO MCMNO/b30BaHWE KOMaHAbl NPOTOKONA
CONNECT. Huxe npuBeneHbl NpMMepbl HACTPOMNKK ANsl NPOKCU-CEPBEPOB,
NpOTECTUPOBAHHbIX HA BO3MOXHOCTb paboTbl ¢ QUIK:

Squid proxy (TpebyeTcs AONO/HUTENbHAA HACTpoOKiKa),
MS Proxy (TpebyeTcst 4onoNHUTENbHAs HacTponka),
WinGate (HacTpoiika He TpebyeTcs).

«CONNECT yepe3 HTTP nopT ¢ ngeHTudunkKaumen no MMeHn n naposto>» — ecin
npotokost SOCKS5 He nogaepXmnBaeTcsi CEpBepOM, HO BO3MOXHO UCMNOJSIb30BaHMeE
koMaHabl npoTtokona CONNECT, n Tpebyetca naeHTndmnkaumns nonb3oBartens.

Nma n naponb ansa goctyna B MHTepHeT 6yaeT 3anpawmBaTbCca 414 BBOAA
nosib3oBaTeNIeEM BPYUYHYLO, €Cnin BbibpaHO ycnoBue «3anpawmeaTtb MMS UM NApPosib
B npouecce coeanHeHus», nmbo oHn 6yayT coxpaHeHbl B hain HAaCTPOEK CUCTEMbI,
ecnun BblbpaHo ycnoBue «4mTtaTb MMS U Naposib U3 dalina HaCTPONKM» .,

NHdbopmMmauma gna agMUHUCTPATOpa JIOKaJIbHOM CeTU Mo HaCcTpolkKe NpPoKCU-cepBepa
Heobxoanmo BkatounTb NnopT QUIK (HoMep nopTa coobuwaeTca agMmHucTpaTopoM cepeepa QUIK)
B CMMCOK MOPTOB, Yepe3 KOTopble pa3peleHo ycTaHoBNeHne SSL-coeanHeHuns.

1. Hactponku ana Squid Proxy

B darine squid.conf (06bluHO 3TO /usr/local/squid/etc/squid.conf) gomkHbl 6bITb Cnegytowmne
CTPOKMU:

BkntoueHne 200 (HanpuMep) nopTa B CNMCOK SLL-nopTOB:

acl SSL ports port 443 563 200
acl Safe ports port 80 21 443 447 563 1025-65535 200

Paspewntb ucnonbszoatb MeTog CONNECT npwu obpalwieHnm Ha onpeneneHHble Bbllle
SSL-nopThbl:

acl CONNECT method CONNECT
http access deny CONNECT !SSL ports

2. Hactpoiiku ans MSProxy

Heobxoanmo ¢ noMowbio nporpammbl Regedit n3MeHUTb Ha KOMMNbIOTEpPE C YCTAaHOB/IEHHbIM
MSProxy oauH us kntoyen B peectpe Windows:

HKEY LOCAL MACHINE/SYSTEM/CurrentControlSet/Services/W3Proxy/Parameters/SSLPortListM

embers
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B cnmcok nopTtoB Heobxoammo fobaBuTb Ucnonb3yemblii NopT (HanpuMep, 200). Ecnu BkaoyeH
KOHTpONb AocTyna ansa cepsmca «Web Proxy», To Ans npotokona «Secure» Hy>XHO A06aBUTb
rpynny «Everyone». B XypHanax cepBuca 3TU COeANHEHNS ByayT perMcTpMpoBaTbCsl Kak

OT MoJib30BaTess «anonymous».

1.11 YcTaHOBNEeHMe coeanHeHUAa C cepBepoM

1. HaxmuTe KHONKy ™ Ha NaHenu MHCTPYMEHTOB NN60 BbiGEpUTE MYHKT MEHIO
CucreMma/YCTaHOBUTb CO€AMHEHMUE.... TaKXKXEe MOXXHO UCMOJ/Ib30BaTb KOMBMHALUMUIO KaBULL
«Ctrl»+«Q».

2. [pu ncnonb3oBaHMK KpunTonpoBanaepa MP ¢ xpaHeHMeM CEKPETHOrO KJto4va B
HeM3B/ieKaeMol NamMaT BCTaBbTe KNOYeBOM HocuTenb. CoegnHeHne C CepBEPOM YyCTaHOBUTCS
dBTOMAaTU4YECKN.

3. [pu ncnonb3oBaHum kpuntonposangepos Qrypto32, MP nnmn OpenSSL (co cxemoi
ayTeHTUdMKauMn «B AOMEHE MO MMEHU U NAPOJIIO» UM MO0 UMEHWN U Mapoo») HaCcTponTe
napaMeTpbl COEAMHEHMUS B OKHe «aeHTudurKaumsa nosnb3oBaTens»:

WMaentudmrauma nonesceatena

KRIS5 [192.168.37.171:9500] ~

||l1|‘.|ﬂ NoNe30BEaTENA |

| naponb ru |0

| [ 3anomHuTe uma Bxog OTmeHa

BbibepuTe TpebyeMoe coeanHeHne. PekoMeHaaumm no Bbi6opy NpeanoyYTUTEbHOro
COeANHEHNS MOXHO MOJTyUYUTb Y aAMUHUCTpaTopa cepeepa cuctembl QUIK.

MNocTtaBnsiemMas B ANCTpubyTMBE KOHMUTYypaLns NporpamMmmbl COAEPXKUT onpeaeneHHbIN
CMUNCOK HAaCTPOEHHbIX coeanHeHni. NMpu HeobXoANMOCTN MOXHO A06aBNATL/yAaNaTb
coeamHeHns NMb0o U3MeHSATb UX HACTPOMKK (CM. M. ).

BeeauTte nma nonb3osatens (login), ykaszaHHOe Npu perncTpaunm Kawya, u naposb

K Hemy. MNpu BBOAE OobpallaliTe BHUMaHMe Ha NpaBMIbHOCTL Bbibopa perncrpa
KnaBuaTypbl U A3blKa, B KOHUE CTPOKU oTobparkaeTcs 6yKBEHHbIN KOA4 packnaaku

N pexuma BBoga 6yks, nNpm HaxkaTon knasuwe Caps Lock Ko packnagku
oTobpaxkaeTcsa nponucHbiMm 6ykBamu (Hanpumep, RU/EN). YTobbl noka3aTtb / CKpbITb
naposib HAXXMUTE Ha 3HAYOK «rnas» & / ¥, [aponb MOXET 6bITb M3MEHeH, NogpobHee
CM. B M.

Ecnun BkNo4YeH npusHak «3anoMHUTb UMS>», TO npu cnegywweMm OTKpbITUKN Ananora
nosne «NMa nonb3oBaTensa» aBTOMaTUYECKU 3aN0JSIHUTCSA npeabigywmMm BBeEAEHHDbLIM
3Ha4YeHNeEM.

3HaueHMe nonsa «MNMsa nonb3oBaTenisi>» 3aNnOMUHAETCH NPU HaXKaTum
KHONKU «Bxopg».
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Haxxmute «Bxog». B cnyvyae ycnewHoro coeanHeHus Ha aKpaHe rnosiBUTcs
COOTBETCTBYIOLLEe cooblleHMe C AaHHbIMX O Npeabiaylem Bxone (AaTa, spems, IP-
aapec). O BO3MOXHbIX oWwWMbBKax cM. «CoobuweHuns 06 owmnbkax».

4. Tpu ncnonb3oBaHun kKpuntonposangepa MultiPurpose nnm OpenSSL (co cxemon
ayTeHTMdumKaumm «no ceptTudurKaTy Nosb3oBaTeNs» ) HACTPOMTE NapaMeTpbl COeaNHEHNS
B OKHe «YCTaHOBKa CETEBOro COeAMHEHUS» :

YCTaHOBKE CETEBOrC COEAMHEHMA e

D-TEST [182.161.26.12:15000] w

WHdpoEaTE gaHHER © NorMol e CE3A:

| OpenSSL_Provider |

Henonesosars HACTPORKK M3 daling:

| D:4Front_140penSSL_Prini | || B

Beoa OTrEHE LCrpaeka

BbibepuTe Tpebyemoe coegnHeHne. PekomeHgaumm no Bbibopy npeanoyTUTENbHOMO
CoegMHEHUS MOXHO NoAYy4YnUTb Y aAMUHUCTpaTopa cepeepa cuctemol QUIK.

MocTtaBnsiemas B ANCTpmMbyTMBE KOH(MUrypauus nporpaMMbl COAEPXUT OnpeaeneHHbIn
CMMNCOK HAaCTPOEHHbIX coeanHeHni. NMpn HeEobXoANMOCTN MOXHO A06aBNATL/yAaNaTb
coeanHeHns NMbo U3MEHATb X HAacTpoKrku (CcM. M. ).

HanmeHoBaHme kpunTonpoBanaepa (CUCTEMbl KpUnTorpadmMyeckon 3awmTbl
MHOpMaUnn), NCNoabL3yeMOro nNpu wudpoBaHmu, nNponmcaHo B nosne «lWundposaTtb
AaHHble ¢ nomowbio CK3M». B none «Mcnonb3oBaTb HACTPOMKU U3 danna» yKaxuTte
nyTb U HaMMeHoBaHMe danna HacTpoek AaHHOro KpunTonposanaepa nnbo BbibepuTte
dann c NOMOLLbIO KHOMKN «...».

Haxxmute «BBoa». B cnyyae ycnewHoro coeaAnHeHus Ha 3KpaHe nosBuTcsa cooblieHune
cuctembl «CoegmnHeHne yctaHoBseHo». O BO3MOXHbIX owKnbKax CMm.
«CoobLeHnsa 06 owmnbkax».

UYTo6bl OTKNIOUYUTLCA OT CEpBEpPa, HaXXMUTE KHOMKY & Ha NaHenu MHCTPyMeHTOB Nnbo Bbibepute
NYHKT MeHio CucTtema/Pa3sopBaTb COeAMHEHMUE.... TakXXe MOXHO MCMO/b30BaTh KOMOMHAaLMIO

KnaBuw «Alt»+«Q».

1.11.1 N3MeHeHMe naponsa

Onanor usmeHeHus napona OTKpbIBA€TCA:

Mpwn BbI6Ope NyHkTa MeHI0 CepBUCbl/ USMEeHUTb NapoJsib. [yHKT MEHIO AOCTYMNeH npu
YyCTaHOB/IEHHOM coeauHeHuun ¢ cepeepoM QUIK, ecnu ncnonb3lyertcsa kpuntonpoBangep MP
nnn OpenSSL co cxeMor ayTeHTUbUKaumMn «No UMEHU U NapOaIo».

Mo ncreyeHun cpoka AencrTeua naponsd, nMbo ecnu Ha cepBepe B HacTponKax Nnosb3oBaTens
BKJIIOUEH NMpu3Hak «TpeboBaTb CMeHbl Napossa Npu cneayoweM Bxoae», Nocsae BBoaa
TeKyLero MMeHn nosib3oBaTens u napons.
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WMzmenenme napons x

user(1

naposb en| &

HOEBIM Naponk en| &

NOATEEQHCAEHWE NapOnA en| ©

Wzmenums Ommena

B onanore «N3meHeHne naponga» Heobxoanmo YKa3aTb 3HA4YEHUA Cneayrowmnx napaMeTpoB:

1. MNpun BBOAE O6paulaiiTe BHUMaHME Ha NpaBUIbHOCTb Bbl6opa perncrpa

M pe>xknMma BBoaa 6ykB, Nnpn Ha)kaTou knasuwe Caps Lock koa packnagku
oTo6parkaeTca NponUCHbIMN 6ykBamMun (HanpuMep: aHIMUMUCKasa packnagka

B NoJsie BBOAA Naposisi, a pycckana packnaaka 6e3 knasmwm Caps Lock 6yger
oTO6pa)KaTbCA 3HAUEHUEM «IFU>).
2. YT106bI NOKa3aTb / CKPbITb MApPOJib HAXKMUTE Ha 3HAUOK «rnas» & / &

«napofib» — TeKyLWMNn naposib NoAb30oBaTens;
«HOBbI/ Napo/b» — HOBbIN NMaposib NOAb30BaTenNs;
«noATBepXAeHWEe Napons» — NOBTOPHbLIMA BBOA HOBOIro Napons Ans NOATBEPXKAEHUS.

CMeHa TeKyLlero napons Ha HOBbI MPOM3BOAMUTCS MPU HAXATUM KHOMKU «N3MEHUTb>.

BAXKHO! NMpu HaxxaTmM Ha KHOMNKY «A3MeHUTb>» BbINOJIHAETCA aBTOMaTU4YeckKoe
nepenoakniovueHme k cepsepy QUIK.

1.12 MOHUTOPUHI COCTOSAHUA COeaAMHEHMUSA

KOHTpO/ib CBSA3M C CEPBEPOM OCYLLECTBNSIETCA HECKO/IbKMMU crnocobamu:

1. "HAMKaTOp COCTOSAHMUA COeAMHEHUSA C CEPBEPOM PACMNOJIOXKEH B MPaBOM Yrny CTPOKMU
cocTosiHMs. OTobpaxkaeT AaTy TOpros, AaHHble N0 KOTOPbIM NpuHMMatoTcs ¢ cepesepa QUIK
(HanpuMep, NpeablgyLimne Toprm MoryT 6bITb 3arpyXeHbl C cepBepa YTPOM CreaytoLwero gHs).
OTcyTCcTBME AaTbl B UHANMKATOPE O3Ha4daeT OTCYTCTBME NPUHATBLIX AaHHbIX. LiBeT nHamkatopa
CUMBOJIM3MPYET COCTOAHNE COeANHEHUNS:

3eneHbin — coeanHeHune YCTAHOB/IEHO, AAaHHbIE obHoBNSAOTCS.

XKenTtbii - coegnHeHne He yCTaHOBJIEHO, AaHHble He 0bHoBAATCA (yKasaHa gaTa
nocnegHero o6HOBNEHUS AAHHbIX).
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2. NHdopMaumoHHOE OKHO oTobparkaeT NosiHbI HAabop CTaTUCTUYECKUX MapaMeTpoB Ans
KOHTPOJIS1 3@ COCTOSIHUEM COeAMHEHUS] C CepBepOM. HacTpolika OKHa OCYLLEeCTBASIETCSA M3 MyHKTa
MeHio Cuctema/O nporpamme/NHpopMaLuMOHHOE OKHO....

B oTKkpbiBLWEMCSH OKHE HeobxoamMMo BblbpaTb CNMCOK M 04epeaHOCTb NapaMeTpoB,
oTobpakaeMblX B MH(POPMaLMOHHOM OKHe. YCTaHOBNEHHbIN (aXok «PaclwmnpeHHbIn Habop»
nobaBnaeT AONOSIHUTENbHbIE NapaMeTpbl B CMMCOK AOCTYMHbIX NapaMeTpoB:

BriGepuTe MHTEPECYHOLLME NAPAMETpEI

3aronosok okHa | WHdopraumoHHoe okHD
Bepcua nporpammer ~

[aTa Topros [obaenTe
Bpemn cepeepa

Bpema nocnegHeil sanncn [oBaeuTe Bce

Yucno zanucei
HUCJ’IE,.'J,HHH 2annce

OTcTaewan sannce Yopate
CoegnHeHne
IP-aapec cepeepa Oumnectute

IP-nopT cepeepa
OnNWcaHne COBAMHEHNA © CEPE W

Pacwnpennelii HaBop

OTM ena

X

Bepcua nperpammel
Bpema nocnegreid sanucn
Orcraswan sanuce
Onucanwe cepeepa T
OpraHuzauma
im.

+

Cnpaeka

Mocne HacTpoWViKM NapaMeTpoB OTKPbIBAETCS MH(POPMALMOHHOE OKHO:

o MH$opMaunoHHoOE OKHD EI@
Bepcua nporpammel 6.4.0.115

Bperma nocnenHel sanuou 11:09:13

OTCcTEEWaA 2AMMCE 176720

OnucaHue cepeepa WHgopMayHoHHo-Toproeas cuctema QUIK
OpraHuyzauma 3A0 "TectHuBecT"'

TekylWee BpeMa 14:10:05

JocTynHble nons MHhOPMaUMOHHOIO OKHa:

Mone

Ha3HauyeHue

Bepcua nporpaMmbl

MopsiAKOBbLI HOMEP BEPCUMN MPOrpaMMbl

[aTa Topros

[aTa npoBefeHnst TOPros, Mo COCTOSAHUIO HA KOTOPYHO MOJTyYeHbI
[AaHHble

Bpemsa cepBepa

3HayeHne, KOTOPOEe PaCCYUTLIBAETCS HA OCHOBE BPEMEHMU
MoJlydeHMs C cepBepa akTyasbHbIX AAHHbIX Tabnuubl «Tekylime
Topru». ®opMaT onpefenseTcs HacTpoikaMu ornepaumMoHHOM
CUCTEMBI

Bpemsa nocneaHeit 3anmcu

BpeMsi nofyyeHus ¢ cepsepa nocnegHen sanucu (nopuum
LaHHbIX). dopMaT onpeaenseTcs HacTpoiikaMmn onepaunoHHOM
CUCTEMBI

Yucno 3anucen

Yncno nonyyeHHbIX C cepBepa 3anucei

PykoBopacTBo nonb3oBatens QUIK
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Mone

Ha3HauyeHue

MocnegHasa 3anncb

HomMep nocneaHei Nony4YeHHoM 3anmcu

OTcTaBwWwas 3anuchb

Homep nocnegHen nonyyeHHoW oTcTaswen 3anmcu (nocne
06pbLIBOB CBA3M NPOUCXOAUT BOCCTAHOBMIEHNE MPONYLWEHHbIX
AaHHbIX)

CoeanHeHune

CocTosiHMA: YCTaHOBMIEHO/Pa3opBaHo

IP-anpec cepsepa

Anpec cepsepa QUIK B cetn UHTepHeT

IP-nopT cepBepa

Homep nopTta ansa gocryna k cepsepy QUIK

OnucaHune coeguMHEHNsa C CEpBEPOM

OnucaHune coeaHeHnsa B Cnmucke AOCTYMHbIX coeaVHeHnM’

OnucaHue cepeepa

Mma cepBepa

Monb3oBaTtenb

NMs nonb3oBaTens (yKasblBaeTCs Npu perucTpaunmn aocrtyna)

OpraHusaums

OpraHusaums nonb3osaTens (yKasblBaeTCs Npu perncrpaunm
aocryna)

Tekyuwee Bpems

BpeMs Ha koMnbloTepe rnonb3osatens. ®opmaT onpeaensercs
HacTponkKaMn onepaumoHHON CUCTEMbI

Bpemsa Ha cBsa3u

MpoaonXknTenbHOCTb CeaHca CBA3M C cepepoM. dopmaTt
onpeaensieTcs HacTpoMKaMm onepaLmMoHHON CUCTEMbI

*
NaeHTudunkaTop ceccum

YHUKanbHbIN naeHTudmnKaTop ceccum

*x
Koa nonb3oBatens

Koa nonb3osaTtens Ha cepBepe QUIK

*
3aHATO NaMATU

3ape3epBMpOBaHO, HE UCMNOJIb3YETCS

) MepenaHo coobueHnmn

KonnyecTtBo nepeaaHHbIX 3anucen

* ~
MepenaHo Bcero 6anT

O6wmnii 06beM ncxoasiwero Tpaduka 3a ceaHc CBSA3MU

* o
MepenaHo nonesHbIx 6ant

MonesHbin 06beM ncxoasLero TpachKa 3a CeaHC CBA3U

) lMepenaHo 3a cekyHay

O6beM gaHHbIX B 6arTax, nepefaHHbIN 3a NOCEAHIO CEeKYHAY

* o
MpUHATO CcOOBLLEHNI

KonnyecTBo NpuUHATBLIX 3anucen

* ~
MpuHATO NonesHbix 6anT

MonesHbii 06beM BxoasLwero Tpadurka 3a ceaHC CBA3M

* o
MpuHsTO BCero 6anT

O6wmin 06bem BxoasLWero Tpaduka 3a ceaHc CBA3MU

) lMpuHATO 3a cekyHAy

O6beM gaHHbIX B 6ariTax, NPUHATBIN 3a NOCNEAHIO CEKYHAY

*
CpeaHssi CKOpoCTb nepeaayn

O6beM nepefaHHbIX AaHHbIX B 6alTax, pasaeneHHbln Ha BpeMs
Ha CBA3M, B CEKyHAAX

PykoBopacTBo nonb3oBatens QUIK
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Mone

Ha3HauyeHue

X
CpeaHss CKOpoCTb NpueMa

O61bEM NpUHATBLIX AaHHbIX B 6aliTax, pa3aefneHHbI Ha BPEMS Ha
CBSA3M B CEKyHAaX

* K .
Bpemsa nocneaHeit NnpoBepku

CBA3N

Bpemsi nociieaHero BbIMOMHEHMS 3aMepa 3a4epXKN AaHHbIX
koMmaHaon PING. ®opmaT onpenensieTcss HacTpomkamm
onepaumMoHHON CUCTEMBI

b 3 3
3aAepiKKa AaHHbIX Npy obMeHe

C cepBepomM

lMocnegHee nony4vyeHHoe 3Ha4YeHMe 3aepXKU AaHHbIX, B CEKYHAAX

o CpeaHasa 3agepxKa AaHHbIX

CpefiHsis BeNIMUMHA 3aepXXKM AaHHbIX 3@ BPEMS TEKYLLEro ceaHca
CBSI3M,
B CEKyHAax

* ok ”
BpeMs MakcMManbHOW 3aZepXKu

BpemMsa nossneHus MaKCMManbHOM 3a4€EPXKN OAaHHbIX B TEKYLUEM
CceaHcCe CBA3n

* ok
MakcuManbHasa 3agepxka

AdHHbIX

MakcuManbHas BeIMuMHa 3aepPXXKM B TEKYLLEM CeaHCe CBSI3U,
B CEKyHAax

*
KOHBepTaLI,VIFl CnMBOJ10B

lMpn3HaK KOHBepTaunn AaHHbIX, NosydaeMblx ¢ cepeepa QUIK
13 koanposku CP866 B koampoeky CP1251. BO3MOXHble
3Ha4YeHus:

«[da»;
«HeT»

* "
Mo3numii No AeHbram

KonnyecTBo AeHexXHbIX CpeacTB

* -
Mo3unumnii Mo MHCTPYMEHTaM

KonmM4yectBo MHCTPYMEHTOB

* o
ObOYEPCHBIX OrpaHUYEHUN

Konunyectso orpaHuueHuii No dblovepcam

* v
ObOYEpPCHbIX NO3ULUMIK

KonnuyecTtso no3vuun no gbroyepcam

*
TopFOBbIX c4yeToB

KonnyecTso TOproBbiX CHETOB

*
3asBoK

KonnyecTtBo 3asBOK

) Coenok

KonwnyecTtso caenok

3
Map>KrHanbHbIX psaaoB (Bcero;

o4yepeab)

MapameTp cnyxebHoro nonb3oBaHus. NpeagHasHa4yeH TONbKO AN
coTpyaHMKoB Cnyx6bl TEXHUYECKON NOAAEPXKKN

* o
Mapkepbl NO3ULMIA MO AEHbraMm

MapameTp cnyxebHoro nonb3oBaHus. lNpegHasHayeH TONbKO ANS
COTpPYAHMKOB CnyX6bl TEXHUYECKON NOAAEPXKKUN

* i3
Mapkepbl (pblOUYEPCHbIX NO3ULMIA

MapameTp cnyxebHoro nonb3oBaHus. lNpegHasHayeH ToNbKO Ans
COTpPYAHMKOB CnyX6bl TEXHUYECKON NOAAEPXKKUN

) Mapkepbl no3vuni

MapameTp cnyxe6HOro Nosib3oBaHus. MNpegHasHaYeH ToNbKO ANS
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MNMone Ha3HauyeHue

Mo UHCTPyMEHTaM coTpyaHnKoB Cnyx6bl TEXHUYECKON Noaaep) KM

MapameTp cny»xebHoro nosb3oBaHua. MNpeaHasHavyeH ToNbKOo A4S
COTPYAHMNKOB Cny»6bl TEXHUUYECKOW NOAAEPKKN

*
Mapkepbl TOpr. cHeToB

MapameTp cny>ebHoro nosb3oBaHuA. MNpeaHasHavyeH ToNbKo AN
COTPYAHMNKOB Cny»6bl TEXHUUYECKOW NOAAEPKKN

) Mapkepbl dbloYepCHbIX

OrpaHnyeHumn

MapameTp cnyxebHoro nonb3oBaHus. MNMpeaHasHayeH ToNbKO ANs
COTPYAHMKOB Cny6bl TEXHUYECKON NOAAEPKKN

* ~
Ouepenb ceTeBbiX COO6LEHUN

MapameTp cnyxebHoro nonb3oBaHus. lNpeaHasHayeH TONbKO ANs
COTPYAHMKOB Cny6bl TEXHUYECKON NOAAEPKKN

*
Ouepenb cepBUCHbIX 3aaad

* .
- paclIMpeHHbI Habop AaHHbIX

Xk
- napaMeTpbl NPOBEPKUN CBA3N C CEPBEPOM, CM. M.

=
3. NHamkaTtop «Moe3pn>» ==
Cnesa Ha NaHeNn MHCTPYMEeHTOB OTo6paxxaeTcs aHMMaLMOHHbIN NHAMKATOP B BuAe
ABMXyLlerocs noesaa. [BmxeHne noesaa o3HayaeT NOCTYN/eHNeE AaHHbIX C cepBepa.
Ecnu noespa cTouT, 3HAUMT, HOBblE JaHHbIE HEe MOCTYnatT, BO3MOXHa npobnema cBA3M
C cepBepoM. Ecnu coeanHeHne He yCTaHOBJIEHO, TO NOE3[ Ha KapTUHKE OTCYTCTBYeT.

1.13 Bepcun KOMNOHEHTOB M MNJIarMHOB

MeHo Cucrtema/O nporpamme/KOMMNOHEHTHI...

1.13.1 HasHaueHue

B Avanore coaepxuTtca uHGopMaLmMsa 0 KOMMOHEHTAxX W NnarMHax UCnosfib3yemMoi Bepcum
NporpaMMbil.

1.13.2 dopmat Tabnnubi

Kaxnaas cTpoka Tabnuubl COOTBETCTBYET OTAENbHOMY KOMMOHEHTY/nnarnHy. B ctonbuax Taénumubl
oTobpaxatoTcs cneayowme napaMeTpbl:
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HasBaHue nons 3HaueHue

CocTosiHue CocTosiHMe KOMMOHeHTa/nnarnHa. Bo3aMoXxHble 3HaveHus:

«3arpy>eH» — BKJIIOYEH MOJIb30BaTENIEM, 3arpy>XeH TEPMUHAIOM

n paboTtaert;

«BbIK/IOYEH» — HE 3arpyXaeTcs TEpMUHANIOM, TaK KaK BbIK/IOUYEH
nonb3oBaTeneM;

«0TKa3» — BKJIIOYEH MOJSb30BaTeNIEM, HO NMpPU 3arpy3ke TeEpMUHAIOM
npomsowna owmnbka (HanpuMep, KOHYMANCH JIMLLEH3MN Ha CcepBepe),
M B TEKYLLUUA MOMEHT OH He paboTaeTt

Ha3BaHne KOMMOHeHTa Ha3BaHne KOMMNoOHeHTa/nnarnHa

BepCVIﬂ BepCVIﬂ KOMMNOHeHTa/nnarnHa
Bepcuu KOMNOHEHTOB M NAArKHOS [&J

CocToaHme HazpaHne komnoHeHTa Bepcua
Jarpysxer Dde2Excel_Pr.dll 10,42
JarpyxeH info.exe 7.1.0.205
Jarpysed it 2.0.0.2
Jarpyser lang_res.dll 710,205
Jarpyser QChart.dll 9.2.0.23
Jarpysxer Qctrls.dll 1.4.0.40
Jarpyxed QHotKey.dll 1023
Jarpysed QHtmIRep.dil 1201
JarpyseH QList.dll 27,038
Jarpyser Qrdargin,dll 30,412
Jarpysxer QPile.dll 5.0.4.92
3arpyxer Qrypto32.dil 5.0.1.4
SarpyseH Qrypto3?_Prdll 4.0.18
JarpyseH SecProwdll 4111
Jarpyser avt_de.dll 12.0.2.6
Jarpyxer avt_dtcp.dll 12.0.2.6

V| Jarpyxen qlua.dil 23303

C nomoLubo cbna>|<l<a B KONTOHKe «COoCTOsIHME» Mosb30BaTe/lb MOXET BKAOUYUTbL MW OTKIKOUYNTD
Mcnosb3oBaHMWe onpeaeneHHoro njaarnHa. I'IpV| OTKJTIOYEHNN NNarnHa ero MeHK yaansaeTcd, a OKHa
3aKpblBakOTCA U HE BOCCTaHAB/IMBAOTCA aBTOMaTUYECKU NpU nocneayruweM BKJIKYEHNN.

1.14 O6HOBNEeHMEe Bepcum nporpaMmmbl

1.14.1 ABTOMaTnyeckoe o6HoB/NEeHHue

Cucrtema QUIK MMeeT BCTPOEHHbI MEXAHM3M aBTOMATUYECKOro 06HOB/IEHUS BEPCUMM NPOrpamMMbil.
Mpy coeaMHEeHUU NporpamMMbl KIMEHTA C CEPBEPOM CUCTEMbI MPOM3BOAMTCA CBEPKA MOAY/IEN
NporpaMmMbl U UX BEPCUI Ha KOMMbIOTEPE KJIMEHTA C 3TAJIOHHON KOHMUTrypauneil, pa3MeLleHHoM
Ha cepBepe.
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Mpwn 06Hapy>XeHUM Ha cepBepe HOBbIX MOAYJ/ei NporpamMma npeanaraet NponsBecT Ux npuem
M ycTaHoBKY. Takum obpasom, anst 06HOBEHMS NPOrpaMMbl HET HEO6X0AMMOCTN YCTaHaBIMBaTb
3aHOBO NporpaMMy ns ANCTPMBYTMBA, AOCTATOUYHO NOAYYUTb O6HOBMIEHHbLIE MOAY/IN U MO3BOIUTb

cucteme QUIK ycTtaHOBUTB MX. [ 3TOro HaXMmUTE KHOMKY «MpuUHATE dainbi».

Mocne 3arpy3ku aiioB Ha KOMMNbIOTEP KIMEHTA Ha 3KpPaHe MOSIBUTCA NpeasioXeHne

nepe3anycTuTb NporpaMMmy, 4YTobbl 3anncaTbh HoBble daisbl B3aMeH MpexHUX. HaxxMuTe KHOMKY
«[a». MNocne o6HOBNEHUA NporpaMMa MpeasioXnT BOCCTAaHOBUTbL COEMHEHNE C CEPBEPOM M CHOBA

rotToesa K pabore.

I Ana o6HOBNEHMA NporpaMMbl Nepesarpyska KOMNbloTepa He TpebyeTcs.

B0O3MOXHOCTb aBTOMaTU4eCKOro 06HOBEHUS BEPCMWN NPOrpaMMbl MOXET ObITb OTK/IHOUEHA.
Ons aToro Bbibepute NyHKT MeHto Cuctema/HacTtpoitkn/OCHOBHbIE HAaCTPOMWKM..., pasaen
«Mporpamma», cHMMUTe pnaxok «MpoBepsTb HaNM4YNe 06HOBNEHUN>».

1.14.2 3anyck O6HOBNEHUSA BPYUYHYHO

O6HOBNEHME BEPCMWN NMPOrPaMMbl MOXHO 3anyCTUTb BPYUHYHO, BbI6paB NMYHKT MEHHO
Cucrema/O nporpamme/lMNpoBepntb 06HOBJIEHNE NPOrpaMmbl.

1.15 NonyuyeHune cdbannos

MexaHn3M obHoBNEHUSA BEPCUUN NpOorpaMMmbl MOXET 6bITb MCMONb30BaH ana nepegadun

OT aAMUHUCTPATOpa CUCTEMbI ee MoJ/Ib30BaTeNsAM pasfiMyHbIX Gannos. [na 3Toro B MeHH
nporpammbl Cucrtema/MonyuyeHne pannos... NpeayCcMOTpeHbl crelmanbHble dalifioBble
obnactw.

PykoBopacTBo nonb3oBatensa QUIK
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& MonyyeHune Gaitnos [&J

Painoeaa obnacTe

NMuunan KomnaHmum Ohwan @ Mporpamma OBHOBNTE

A dhakina Pazmep  MoaydeHo Hoeasa eepoda Tekylaa sepcna CocToAaHKe

Brero 3 dhaiinos 10666291 BaAT BelaeAnTs Bce

Belgeneno I daknoe 0 Badr CHATh BRIgEAEHNE

TeryLUMA dakn Brero
MpuHATo BadT %
BaiT CropocTe BaliT/c

s
BpemeHn saTpadero

MpHHsTE Daiiel | Bpemenn ocTanoce

MpekpaTuTe NpKem Jakpeme Cnpaska

1.15.1 HasHauyeHue cdainnoBbix obnacrei

«JlInyHas» — ans pasmelleHns AOKYMeHTOB 1 alinoB, NpeAHa3HaYeHHbIX TOJIbKO AaHHOMY
nonb3oBaTento (Hanpumep, otyeTbl 6pokepa). MNMpuHAaTbIe dalnbl HaKanJINBaKTCA B Manke
FILES\PRIVATE paboueir aupektopumn QUIK.

«KoMnaHum» — Ansa pa3MelleHns AOKYMEHTOB U anios, NpeaHa3HayYeHHbIX A1 COTPYAHUKOB
KoMnaHuu. MpuHatele dannbl HakannmeatoTca B nanke FILES\COMPANY pa6ouel anpektopum
QUIK.

«Obwasn» — anga pasmeweHmsa anaos n 4JOKYMeHTOB 06Lero nosb3oBaHMs, TakMX Kak
pernamMeHT okasaHusa ycnyr 6pokepa, Tapudbl, AOKYMeHTaumns K nporpamme. NMpuHaTbie dannbl
HakannmeatoTca B nanke FILES\PUBLIC pa6ouein gnpektopun cuctembl QUIK.

«lMporpamma» — ansa o6HOBMEHNA BEPCUM NPOrpaMMmbl.

HaxaTtne kHonku «O6HOBUTL» NMPUBOAUT K MOBTOPHOMY 3amnpocy COCTOsiHMS dainosoi obnacru.
Ncnonb3yiTe ee, ecnun oXxungaeTe pa3MeLeHns Kakoro-nmbo danna agMMHUCTPaToOpPOM.

1.15.2 HasHaueHue nonei panoBbix obnacreun

«Nmqa panna» - uma danna.

«Pasmep» - pasmep danna B 6anTax.

«lMonyyeHo» — pa3sMep NoOAy4YeHHOM YacTu gairina B banTtax.

«HoBas Bepcusa» - Bepcusa darina Ha cepsepe.

«Tekylwaa Bepcus» — Bepcusa dalisia Ha KOMMbOTEpPE KIMEHTa.

«COCTOsSIHME» — COCTOsIHWE npueMma (eCcTb, HeT, yCcTapen, UAET NpueM, NPUHAT).
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1.15.3 Mpuem danna

YTo6bl NpUHATL ans, HY>XXHO Bbi6paTb €ro Ha)xaTMeM NEBOW KHOMKM Mblln. BbibpaHHble dalnbi
noMevarTcs KpacHbIM LUBeToM. Mons «Bcero» n «BbiaeneHo» MHPOPMUPYIOT O KONMYecTBe
AOCTYMHbIX U 3aKa3aHHbIX K MONYYEHUIO AAHHbIX.

HaxxMute kHonKy «[MpuHATb Gannbl» onsa nonydvyenus dainos. Pasgensl «Tekywmnin dpann»
n «Bcero» otobpaxkatoT COCToOSHME NpuemMa gaHHbIX. [pouecc nony4YyeHns 3aBepliaeTcs
aBTOMATMYeCKU, MO3TOMY MOXHO 3aKpbITb 3TO OKHO Ha)aTMeM KHOMKU «3aKpbITb>».

Mpn He06XOAMMOCTN MOXHO BbI3BaTb OKHO «[lonyyeHne haiioB» N3 MeH NPOrpaMmbl

N OCTaHOBUTb NPMEM HaXaTUeM KHOMKU «lpekpaTuTb Npuem».

Mpoueaypa nonyueHunna ¢aiisioB oCyLLeCTBNASETCA B (P)OHOBOM peXXMMe U He BIIMsieT
Ha onepaTUBHOCTb NoJly4yeHua 6uprxkeBoi MHpoOpMauumu BO BpeMs TOPros.

OaHako, Npu pa6oTe NO KaHasaM CBSAA3U C HU3KOW NPONYCKHOW CNOCO6HOCTbIO
npouecc MOXXeT 3aHSATb JOCTAaTOYHO MHOIro BpeMeHU. B Taknx cnyuasx
pekoMeHAyeTCca NPoU3BOoAUTbL NoslyyeHue ¢aiinoB nM6o nepen HauasioM TOProBomn
ceccum, nnbo Nocsie ee OKOHUYAHUA.

AAMMHUCTPATOP CUCTEMbI MOXXET BBECTU OrpaHUUEHMNE Ha Nepuoa BpEMEHM

B TEUEHMe CYyTOK, Koraa BO3MOXXHO nosiyuyeHue ¢hannos.
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Mpuno)xxeHue 1. CoobuweHnn 06 owunbkax

Own6KM Npu BBOAE MMEHU U Napons

1.

«®ann c knvYaMmnm He HanageH»

Mporpamme He yganocb obHapyXuTb pana C Ka4vamm, ykasaHHbll B qrypto.cfg. Ecnn
KJIIOUM XPaHSATCS Ha K/O4YeBOM HocuTene, ybeamtecb, YTO OH BCTABJIEH B KOMMbIOTEP.

Ecnn knoum XpaHAaTCs He Ha K4YeBOM HocuTene, ybeamTecb, YTO OHU AOCTYMHbI AN
YTEHUSA MO aapecy, YKa3zaHHOMY B paspene «[llporpamMma» / «llndpoBaHne» nyHkTa
MeHto nporpamMmbl Cuctema/HacTtpoiikn/OCHOBHbIEe HAaCTPOMKM....

B OTKpbIBLIEMCSA OKHE HY>XHO HaXaTb KHOMKY «HaCTponku no yMonyaHuio» 1 HanTu
cTpokun «®ann c nybnmyHbIMKN KtoHYamMn» n «darn C CEKPETHbIMM Kto4YamMu». Ecnm atu
CTPOKM He yKasaHbl, TO CUCTEMaA MO YMOMYaAHMIO MLWET dalinbl C KtoYaMmn Ha ancke A:
MyTb K dhanny He fo/KeH coaepxaTb NpobenoB U pyccknx 6yks. M3MeHATb 3TU
HaCTPOMKM MOXHO TONIbKO MpPW OTCYTCTBUK coeamHeHuns ¢ cepsepom QUIK.

MoBpexaeH K4YeBon HocuTenb N1Mb60 dain ¢ kn4damm. Ncnonb3oBaHMe Kitoua
HEBO3MOXHO, HE0O6X0AMMO 3aHOBO CO3A4aTb W 3aperncTpupoBaTh Ha cepBepe Koy
pocryna.

«Kntou cepeepa nnum nonb3oBatens He HangeH»
B danne nybnnuHbeix kntoden pubring.txk otcyTcTByeT nybnnyHbIN KOY cepBepa
C naeHTndrKaToOpoOM, YKasaHHbIM B HACTpOMKax BbIBpaHHOro cCoeanHEeHMs.

B danne cekpeTHbix Kto4en secring.txk oTcyTCTBYeT CEKpPEeTHbIN KoY Nosib30BaTens,
COOTBGTCTBytOLLI,VIVI BBEAEHHOMY UMEHMN.

«Owwunbka BBOAA-BbIBOAA NMpU obpalieHun K danny c Knyamm»

Owwunbka obpalleHuns K canny ¢ kaovamn. Bo3MOXHO, 3anpelleH A40CTyn K danny.

«YKa3zaHo HeBepHoe uMA darna c Knvamm»

B danne HacTpoek grypto.cfg ykazaHo HeBepHoe umsa danna.

«HeBepHbIN KoY B danne ¢ Knoyamm»

OAVH U3 KJloYen AoCTyna, yKasaHHbIX B danne qrypto.cfg, nmeet HeBepHbIi dopmaT
nnbo nospexaeH. Heob6xoanmo co3paTh M 3aperncTpupoBaTh KOUYM 3aHOBO.

HeBepHbin naponb (Wrong password)

BBeaeH HeBepHbIA Naposnb. YA0CTOBEPbLTECH, YTO Nap0/b BBOANTCS NPWU NpaBUiIbHOM
perucTpe 1 a3blke, 1 NOBTOPUTE BBOA.
«Owunbka wndpoBaHus N ..»

Mpomnsowna owmnbka wudposaHma. MNMpu NosaBNEHUN faHHON owMBKKM oTnpaBbTe
CHUMOK 3KpaHa (screenshot) B Cnyx6y TexHunueckon noagaepxkn QUIK:
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OWKn6KN NpU YCTAaHOBJIEHUU CBA3U C CEPBEPOM
1. «CoeAuHEHWE YCTAaHOBUTb HE yaanoCb»

_ YKasaHHble B napameTpax coeanHeHua IP-agpec v NnopT AOCTYMNHbI C KOMMNbKOTEPA,
Ha KOTOpoM 3anyuieHo Pabouee mecto QUIK, Ho cepBep QUIK c TakmMm napaMmeTpamu
He 3anyweH. ObpaTtutechk K agMuUHMUcTpaTopy cucrtembl QUIK.

_ B 6ase cepsepa QUIK He HallaeH nosb3oBaTesNb C YKa3saHHbIM K/lo4oM, obpaTtuTtech
K agMnHucTpatopy cmctembl QUIK.

2. «Connection refused» (CoegnHeHmne OTBEPrHYTO)

YKasaHHble B NapaMeTpax coeanHeHus IP-agpec v nopT AOCTYMHbI C KOMMObKOTEPA,
Ha KOTOpoM 3anyuweHo Pabouee mecto QUIK, Ho cepBepoM QUIK He obcnyxuatoTcs.
O6patuTtech K agMuHucTpatopy cuctembl QUIK.

3. «No Route to Host» (HeT BO3MOXHOCTWN MOAKJIIOYEHUS K CEPBEPY)

YKasaHHble B napameTpax coeamHeHusa IP-agpec n nopT HeAOCTYMHbl C KOMMNbOTEpa,
Ha KOTOpoM 3anyuieHo Pabouee mecto QUIK. O6paTtutech kK CBOEMY aAMUHUCTPATOpPY
CeTn ANns HacTpounkm coeamHeHuns c cepeepom QUIK.

4. «You already work in system» (Bbl y>ke paboTaeTte B cucreme)

_ CepBep He gonyckaeT ogHOBpeMeHHY paboTy ABYX Nonb3oBaTenen ¢ 0AMHAKOBbIMU
KnYamm goctyna. Ecnm takoe coobuieHune nosyvyeHo npu BOCCTaHOBAEHUM
coeanHeHusa nocne obpeiBa (Hanbonee BEPOATHO NMPU MOAEMHOM COEAUHEHUN),

TO AOCTaTOYHO NOBTOPUTb MOMbITKY Yepe3 HECKOJSIbKO CEKYH/, KOraa cepsep
npekpaTut 06paboTKy npeablaywero CoeAnHeHUS.

_ Ecnu cooblieHre nonyyeHo npu nepBoM ceaHce CBSA3M C CepBepoM, 0bpaTuTech
K aAMUHUCTPATOPY CUCTEMBI.

5. «License expired» (CpoK MUEH3NN NCTEK)

_  MWcTek cpok gencrTeBusa NMLEH3UM Ha Nofb30BaHWe TepMmMHanoM cuctemol QUIK.
O6paTtuTtech K agMnHUcCTpaTopy cepsepa QUIK gna npoanerHus gocryna.

6. «Access locked by administrator» (JocTtyn 3abnokmpoBaH agMUHUCTPATOPOM)

Monb3oBaTenbCckas yyeTHasa 3anucb nmbo ip-agpec 3abnokmpoBaHsbl
aaMunHucTpatopoM. ObpaTtuTech K agMmHUCTpaTopy cepsepa QUIK.
7. «Protocol error» nnn «Outdated protocol version» nnn «Incorrect protocol version»
nnu «Unsupported protocol» (HecooTBeTcTBylOLWas Bepcus NpoToKona)

_ CepBsep He nogaepxupaeT paboTy ¢ paboynmMm MeCTOM KMeHTa AaHHOM BEPCUMW.
Crapeble Bepcumn pabouero mecta QUIK coBMeCTMMbl C HOBbIMW BEPCUAMU CEPBEPHOMN
YyacTu, 04HaKO COBMECTUMOCTb HOBbIX BEPCUI KIIMEHTCKOro TEpMMHana
C NpeabiaywuMmn BepCusaMmn cepBepa He rapaHTupyeTcs.
Ucnonb3yinTe aBTOMaTUUEeCckoe o6HOBIEHME BEPCUM NPOrpamMmbl (NMYHKT MEHIO
Cucrema/O nporpamme/lMNpoBepnTtb 06HOBJIEHME NporpaMmbl). B 3ToM cnyuae
COBMECTMMOCTb Bepcuin obecneveHa.

8. «Unknown provider» (Hen3BecTHbIlA KpunTonpoBanaep)
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HacTponku cncremsbl WngpoBaHMS NPorpamMmMmbl KIMEHTA HE COOTBETCTBYIOT
npUMeHsieMbIiM Ha gaHHoM cepBepe QUIK. M3MeHuTe HaAaCTPOMKN B COOTBETCTBUM
C pekoMeHAaumaMm agMMHUCTpaTopa cepeepa.

9. «Certificate parts corrupted» (CepTudunkart nospexaeH)

HeB0O3MOXXHO MCMNO/b30BaTb AAaHHbIN cepTUdMKaT NOACUCTEMbI KpUnTorpadunyeckom
3aWwmnTbl MHGopMaumn. ObpaTmTech 3a NMOMOLLbLI K agMUHUCTPATOPY cepBepa.

10.«User not found» (Monb3oBaTtenb He HANAEH)

Mpun SSL-aBTOpU3aLMKM He HalaeH nofb3oBaTenb. ObpaTuTech 3a NOMOLLbLO
K agMUHUCTpaTopy cepsepa.

11.«Error while context creation»

Owwunbka B Npoueaype ayteHTUdmnkaunm. Coobwmnrte 06 owmnbke agMMHUCTpATOpPY
cepBepa C yKa3aHMEM MCNO/b3yEMOMN CUCTEMbI KpunTorpadunyeckon 3awmThl
nHdopMaunm.

Owunbku npm paborte c nporpaMmMomn
1. «Connection timed out» (CoeanHeHue pa3zopBaHO)

CoeaviHeHMe nNpepBaHO M3-3a MNJIOXOr0 KayecTsa CBA3W. YCTAaHOBUTE CBA3b CHOBA.
Ecnu pas3pbiBbl CBA3M CMy4yalTCa 4acTo, MPOKOHCYbTUPYNTECh C aAMUHUCTPATOPOM
cepsepa QUIK HacueT npaBU/IbHOCTN HAacTpPOeEK CUCTeMbI M BbibOpa npoBanaepa.

2. «Connection reset by peer» (lMoTepsHO coegnHeHne C cepBepomM)

CoeanHeHne C cepBepoM NnoTepsiHo. MonblTalTech YCTAaHOBUTL CBA3b CHOBA.
Mpoun3oLwno aBToMaTUUYECKOE OTK/IIOUEHNE MOb30BaTeNei N0 OKOHYaHMM TOProB.

3. «HeB0O3MOXHO 3anmcaTb HAaCTPOMKKN coeanHeHns B dalin HacTpoek <nyTb K danny>info.ini»

®ann nMmeet atpubyT «ToNbKO ANa uTeHus». Ybepute sToT aTpnbyT y danna.

MNMonb3oBaTeNlb HE UMEET MpaBa Ha 3amnucb B AUPEKTOPUIO, FAe YCTaHOB/EHA
nporpamMma. MonpocuTe CUCTEMHOIO aAMUHUCTPATOpPa PaspeLlnTb 3anncb B YKa3aHHYIO
ONPEKTOPUIO.

dann 3aHaT gpyron nporpammont. Yéeaurtechb, 4to daiin info.ini He OTKpbIT B KaKOn-
nnbo nporpamMMe, HanpuMep, TEKCTOBOM pedaKTope.

4. lporpaMMa 3anyckaeTcs, HO 3aTeM BblAAeT OLWNBKY U NpekpallaeT paboTy

Mponsowno HapyLweHne LenoCTHOCTU NPUHATBLIX AaHHbIX. HeobxoamMo yaanute dann
info.log n3 aupekTopuu ¢ yctaHosneHHon cuctemon QUIK n 3anycTtuTb NnporpamMmmy
3aHOBO.

Mpoun3sowno HeKoppekTHoe obHOBeHWe Bepcun nporpammbl. Heob6xoammo
BOCCTaHOBUTb Npeablayliee cocTosiHMe cmctembl. B pabouen gupekTopum cUCTeMbl
QUIK HanguTe gnpektopuio «BACKUP». B Heln pacnonoXxeHbl NnoaanpeKkTopumn

C nMeHamn dpopmata <AOAMMITTT>, rae <44> - yncno, <MM> - mecsuy, a <ITTT> -
rog gatbl o6HOBNEHMS. Boibepute AMpeKToputo C gaton nocnegHero obHoBAEHMUS

N ckonupymnTe BCe hainbl n3 Hee B pabouyto anpektoputo QUIK, nocne yero

3anycTuTe NporpaMmy 3aHOBO.
Mpounzowen cb6om B paboTte cuctembl. ObpaTutecsk K agMmHMUcTpaTopy cuctembl QUIK.

5. «TepmuHan 6ypet oTknto4veH 4Yepe3 N cekyHa».
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Monb3oBaTenb 6bl1 HEAKTUBEH NPU BKJIIOYEHHOW HacTponke «OTKAKYaTbCs

Mo UcTeyeHun 3agaHHoro nepmoga 6esgencremsa» (cm. B n. 2.10.1 Pasgena 2
«OCHOBHble NpuHUMNbl paboTbi»). i npoaomkeHns paboTbl HAXXMUTE KHOMKY «OK»
B OTKPbIBLUEMCS OKHE, MHa4ye No UCTEYEHUN BPEMEHN COeANHEHMNE C CepBepoM byaeTt
pa3opBaHO N OTKPOETCS OKHO COO6LEHWIA:

T QUIK: okHo cooBuuerni — >
CoeMHEHWE pasopBaHo U3-3a
AANTENEHOrO BE3ZENCTENA NONL30BATENA
12:26:54

M| | 44| b | [l % / 9% @

I CoeanHeHune c cepeepoM QUIK MO>XHO HAaCTpPOUTb TOJ/IbKO BPYUYHYIO.
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MpunoxxeHue 2. NMNpuMmep nonyuyeHus ceprudpumkara
yepe3 web-nHtepdenc yanocroeepsaoulero LeHTpa

1. OtkponTte Internet Explorer (koppekTHas paboTta no nony4yeHuto cepTudukaTa rapaHTMpoBaHa
TONbKO B AaHHOM 6pay3epe).

2. BcraBbTe B CTPOKY aapeca CCbIJIKY, NOJy4YeHHY0 oT 6pokepa. B OTKpbIBLIEMCS OKHE A/
BbibOpa 3a4a4y OTMETbTE rasioMKamMy 3HaYEeHUs!, YKa3aHHble Ha CKPUHLIOTaXx:

[ EN Anrnmincranis (CHIA) 2
a@lé‘ http:// pe-vber-old/ Certsry/ 0 - & X |[ @ Microsoft Certificate Services ‘ |
% Haiii: [ na_al | Hasaa Janee |[F) Mapamerper ~ |
Microsoft Certificate Services — VBer Test CA Home
Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you will be able

to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-mail messages, and more depending upon the type of
certificate you request.

Select a task:
@ Retrieve the CA certificate or certificate revocation list
© Request a certificate
© Check on a pending certificate

- — ——— —— e EN Ancniickait (CILA) 7)Cnpaska o

a‘. )@ witpu/pe-vher-old Cetsn/certcarcasp £ - & X || @ Microsott Cericate serviees x || G

% Haitru: | na_all | Hasag fanee | 7] Napamerpur ~ |

Microsoft Certificate Services — VBer Test CA

Home

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this certification authority.

It is not necessary to manually install the CA certification path if you request and install a certificate from this certification authority, because the CA
certification path will be installed for you automatically.

Choose file to download:
CA Certificate:

© DER encoded or © Base 64 encoded

Download CA certificate
Download CA certification path

Download latest certificate revocation list
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Ceptudurar
lt

OBwme |CocraB | MyTe cepTMdMKaLMM|

2 g CeenexHun o cepTudmKaTte |

371oT ceprndMKaT NnpegHasHavYaeTca ona:

* BCe NOAMTHKK BblAE4M I
| * BCe NOAMTHKKA NPMMEHEHWA

Homy BBIgaH: VBer Test CA
Hewm Boigan: WBer Test CA

Aeitcteurenen ¢ 26, 11, 2012 no 27, 11, 2014

[YCI'EHOBHTI: CEpTHCbMKET. - ] 33ABNEHWE NOCTABLULMKS

MogpobHee o o

|

YcTaHoBUTE cepTUdMKaT YAOCTOBEPSIIOLLEro LeHTpa C MOMOLbo MacTepa MMNopTa
cepTndunKaToB, BbibpaB XpaHunmue «[loBepeHHble KOPHEBbIE LLEHTPbI CEPTUDUKALNNS.

CepTuduKaT yAOCTOBEPSIOWEro LeHTpa yCTaHOBEH. [lanee ycTaHOBUTE cepTUdUKAT KIMEHTa:

. — ————— et s [ P ST
a@kg https//pe-vber-old/ Certsrv/

L-rox H (& Microsoft Certificate Services
| Hasaa Janee | (7] Napamerper =

> Haiiru: [ na_all

Microsoft Certificate Services — VBer Test CA

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you will be able
to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-mail messages, and more depending upon the type of
certificate you request.
Select a task:

© Retrieve the CA certificate or certificate revocation list

® Request a certificate

© Check on a pending certificate
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OTMeTbTe rasioukamMu 3HaveHus, YKa3aHHbl€ Ha CKPUHLWIOTAX:

[ 5

3 Haiim: | na_all

P B e e ——— ————
)[@ hitpy/pe-vber-old/ Certsrv/certrqus.asp

p-cx ” (& Microsoft Certificate Services *
| Hasaa flanee |[[7] Napamierper =

- —

EN Anrnwiicionin (CHIAY 7

Microsoft Cerlificate Se

— VBer Test CA

Choose Request Type

Please select the type of request you would like to make:

© User certificate request:

Web el

cate
E-Ma fi

© Advanced request

T o — — —— e ————
el: w‘@ htp://pe-vber-old/Certsrv/certrqad.asp P-Cx H & Microsoft Certificate Services %

| Hasaa flanee |[[7] Napauerper +

-— —

EN Avrnwitcendt (CIIA) 2)
3 Haiim: | na_all

Microsoft Certificate Services

- VBer Test CA

Advanced Certificate Requests

You can request a certificate for yourself, another user, or a computer using one of the following methods. Note that the policy of the certification authority
(CA) will determine the certificates that you can obtain.

© Submit a certificate request to this CA using a form.

@ Submit a certificate request using a base64 encoded PKCS #10 file or a renewal request using a base64 encoded PKCS #7 file.:

© Request a certificate for a smart card on behalf of another user using the Smart Card Enrollment Station.
You must have an enrollment agent certificate to submit a request for another user.
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e.. )@ hitpy//pe-vber-old/Certsrv/certrqu.asp

R-ocx H (& Microsoft Certificate Services
| Hasaa Aanee |[7] Napamerpe ~

EN Anrawicxmi (CLUA) 7) Cripaska

N o
{2
% Harimw: [ na_l

Microsoft Certificate Services — VBer Test CA

Submit A Saved Request

Paste a base64 encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an external application (such as a web server) into the
request field to submit the request to the certification authority (CA).

Saved Request:

Base64 Encoded
Certificate Request
(PKCS #10 or #7):

<«
Browse for a file to insert.

Additional Attributes:

Aftributes:
<

B faHHOM OKHE HaXXMWUTe KHOMKY Browse u ykaxxunte nyTb K COOpMUPOBAHHOMY 3anpocy
Ha cepTudukart. B cnyyae ecnm 6pay3sep coobuiaeT 0 HeAONYCTUMOCTU NOAOBHOro AencTBmS

n3-3a coobpaxeHunit nonnTnkm 6esonacHoCcTn, To cogepxumoe dairna 3anpoca Ha ceptTudumkaT
MOX>HO MNPOCTO CKOMNWMPOBATb B COOTBETCTBYHOLLYIO (DOPMY:

EN Anrnwiacioan (CLIA) 2 TCrpaska
| Hazza Zanee | (7] Nepamerper ~

% Harimw: [ na_all

Microsoft Certificate Services — VBer Test CA

Submit A Saved Request

Paste a base64 encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an external application (such as a web server) into the
request field to submit the request to the certification authority (CA).

Saved Request:

PochUXhvx+vI9H0JD]1+ZaAzP{VgixAFusSLlawBle «
SIr9HbfgrbDXz0xibrkr PGugNSRWMGaMQ4QRIOLA
Base64 Encoded hgOtFXSbPBYHP/8FP1gBgXuk8rmég2TS61p8UL3n
Certificate Request
(PKCS #10 or #7). QUEST--—-—

N

P [ m | »
Browse for a file to insert.

Additional Attributes:

Affributes: i
4 »
Submit >
EN Arrsmitcki (CLIA) 2
ef )| @ hitp/tpe-vber-old Cersrvcetinsh.asp P - & % || @ Microsoft Certfcate Senvices 0 1y &8
% Haiiru: [ na_all | Hasaa Menee |[7] Napamerps ~
Microsoft Certificate Services — VBer Test CA

Certificate Issued

The certificate you requested was issued to you.

@ DER encoded or © Base 64 encoded

g Download CA certificate
Download CA certification path

B nosBuBlieMcs okHe BbibepuTe «Download CA certificate», nocne yero ceptudukart
b6e3onacHocTM byaeT coxpaHeH B yKasaHHOM Mosib30BaTeIeM MecTe.
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