[Mpunoxenue 4

K YCIIOBHUSIM TUCTAHIIMOHHOTO GAHKOBCKOTO
obcyxkuBanus dusmyeckux jaui B AO «Poccenbxo30aHk»
C HCTMOJIBb30BaHHEM CHCTEMBI «IHTEepHET-0aHK» U
«MoOuIbHBIN GaHK»

(npukaz AO «Poccenbxo30ank» ot 31.05.2018 Ne 461-O/1)

ITamMsATKA 110 HCIIOJIL30BAHUIO
cucrembl «AHTepHeT-0aHK» N «MoOMIABHBIN 0aHK» AO «Poccebx030aHK»

CobOnronieHne PpeKOMEHJALMKM, coaepXkammuxcss B Hacrosimied IlamsTke,  sBIsroIieics
HEOTHEMJIEMOHN YacThIO YCIIOBHI JAUCTAHIMOHHOTO OAHKOBCKOTO OOCTYXHBaHHUS (PU3MUECKUX JIUI] B
AO «Poccenpxo30aHK» C UCIIOIB30BaHUEM CUCTeMBI «MIHTepHEeT-0aHk» U «MOOMIbHBIA OaHK» (manee
— Yenous 1BO), no3BonuT 00ecieyuTh MaKCUMAIbHYIO COXPAHHOCTD JCHEXKHBIX CPEICTB, a TaKXKe
CHHU3UT BO3MOKHBIE PUCKU IIPH COBEPIIIEHUH orepanuii B cucteme «HTepuer-6ank» u «MoOUIbHBIN
0ank» AO «Poccenpxo3banky» (nanee — Cucrema, baHk), B 4aCTHOCTH, ITPH OCYIIESCTBICHHUH TLIATEKEH
B M0JIb3Y MOCTaBIIUKOB yCIyr (MOOMIJIBHBIE OMEPATOpPbl, UHTEPHET-NPOBaiiepsl U T.1.), IEPEBOIAX
JICHEKHBIX CPEJICTB Kak BHYTpU baHka, Tak U B Ipyrue KpeAUTHBIC OpraHu3aliu.

BosmoxHbIe prucku UcTonib30BaHus CUCTEMBI:

- B paMKax TpeaocTaBleHus Merona SMS-ayreHTHQUKAIMKM — HECAHKIIMOHUPOBAHHOE
MOJIy4eHHUEe CTOPOHHUMHU JHUIAMH HH(POPMAIUU O JIOTHHE, MapoJie/BPEMEHHOM MapoJje, OJHOPa30BOM
napojic (HECAaHKIIMOHMPOBAHHOE TMOJYYCHUE CTOPOHHUMH JHIAMH HWHpopManuu o nuppoBoOi
MOCJIC/IOBATEIbHOCTH  CHMBOJIOB), B TOM 4YHCJI€ B pe3yjibTaTe 3apakKeHHUs BPEIOHOCHBIM
KOJIOM/BPEJJOHOCHBIM TPOTPAaMMHBIM 00ECIIEYeHHEM KOMIIBIOTEPHOTO CPENICTBA, MCIIOIB3YEMOTO IS
noctyma K cucteme «VHTepHeT-0aHK», W/WIK MOOWJIBHOTO YCTPOWCTBA, HCIONB3YEMOIO s
nonydenus SMS-cooOmieHuii ¢ 0IHOPa30BBIMU TAPOIISIMH, C TIOCIEAYIONIUM coBeplieHneM B Cucreme
onepaunui;

- B paMmkax IIPEIOCTABIICHUS METOo/a  TPOrpPaMMHOM ayTeHTHUKAIMU ~ —
HECaHKIMOHHPOBAHHOE TONyYEeHUE CTOPOHHUMH IUIAMH HHQOpPMAIMK O JOTHHE, Mapoie, Koie
aktuBauuu wu/mmn [IMH-xome k reHeparopy maposeil, B TOM 4HCI€ B pe3yjibTaTe 3apa’keHus
BPEJIOHOCHBIM  KOJIOM/BPEIOHOCHBIM IIPOIPaMMHBIM O0ECIIEYeHHEM KOMITBIOTEPHOTO CpE/ICTBa
(MOOUIBHOTO YCTPOMCTBA), UCTIOIB3YEMOTO ISl JocTyma Kk cucreme «MHTepHeT-0ank» («MOOUIBHBII
0aHK»), W/WIH MOOMJIBHOTO YCTPOMCTBA, UCIOJIB3YEMOIO I BBIPAOOTKH OHOPA30BBIX Mapoiieit (B
TOM YHCJIe C HCIOJIb30BaHHUEM IM(PPOBOro 0Opa3za OTIeyaTKa Maliblla/CKaHMPOBAHHOTO JIMIA), C
MOCJIEAYIOIUM coBeplIeHneM B CHcTeMe onepanuii;

- B paMKax IpeJ0CTaBICHUs METO/a annapaTHON ayTeHTU(UKALNN — HECAHKIIMOHUPOBAHHOE
MOJIy4YeHUE CTOPOHHUMH JIMIAMHU YCTPOMCTBA, NpPHUBSA3aHHOrO K yudeTHoOM 3amucu [lomb3oBarens,
MTO3BOJISIOIIEE TIOJydaTh OJHOPA30BbIe Mapoik 0€3 UCIoIb30BaHus TiaTexkHon kapTel u [IMH-koma
MJIaTEKHOU KapTe;

- B paMKax NpOBEJIEHHUS omnepauud O0e3 HCIONb30BaHUS METOJIOB ayTeHTH(HUKAIUU -
HECaHKIMOHHPOBAHHOE TONYyYE€HUE CTOPOHHUMH IUIAMH HHQOpPMAIMK O JIOTHHE, Tapoiie, KOe
aktuBauuu wu/umn [IMH-xome k reneparopy maposeif, B TOM 4uclie B pe3yjibTaTe 3apa’keHus
BPEIOHOCHBIM  KOJOM/BPEJOHOCHBIM MPOTPAMMHBIM OOECIIEYeHHEM KOMITBIOTEPHOTO CpE/ACTBa,
ucHosib3yeMoro s jgoctyna K cucreme «lMHTepHeT-0aHK», W/WIM MOOWJIBHOTO YCTpPOWCTBa, C
MOCIIEAYIOIUM COBEpIIeHHEeM/IoAMeHON B CrucTeMe onepanuii.

[lenpro pexkomMeH1alMii, yKa3aHHbIX B Hactosmen [lamsTke, siBinsercs nosenenue 10 Knrentos
uHpOpMaIUu:

- O BO3MOXHBIX pHCKax IOJy4YE€HUS HECAHKIIMOHUPOBAHHOIO JOCTyNa K 3alldiiaeMoin
uHpopManui, B TOM 4YHCIE C LEeNbl0 OcyllecTBieHus onepauun B Cucreme nuiamu, He
001a1al0IUMU TIPABOM MX OCYIIIECTBIICHUS;

- 0 Mepax IO MPEeAOTBPALIEHUIO HECAHKIMOHUPOBAHHOIO JOCTyNa K 3allMIlaeMon
nHpopManuu, B TOM 4YHCIe TIpu yrpare (morepe, xwuimeHuu) KiumeHToOM ycTpoicTBa, C
WCIIOJIb30BAHUEM KOTOPOTO MM COBEpIIAINCH JEUCTBHUS B IEJSIX OCYIIECTBICHUS ONEpallU B
Cucreme, KOHTpPONIO KOH(MUTypalluM YCTPOWCTBA, C HCIOJB30BaHUEM KOTOporo KimeHtom
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coBeplIatoTcs onepanuu B Cucreme, 1 CBOEBPEMEHHOMY OOHAPYKEHHMIO BO3JEUCTBUS BPEJOHOCHOTO
KoJa (IIporpaMMbl).

Hecobmronenne pekoMeHAaui NOBBIAST PUCK XHUILEHHs JEHEXHBIX CPEJCTB MpHU pabore ¢
Cuctemoii. [Tonp3oBarens 00s43aH 00ecieynTh BBINOIHEHUE TpeOoBaHuit [TaMsaTky.

1. O6uue pekoMeHaAUN

1.1. Yka3wiBaTh s peructpamuu Homepa Ilonmp3osatens Cucremsl B bamke Tonsko CBOU
nmuuHBIE  HOMep Tenmedonal. VYkazaHme HOMepoB Tele)OHOB TPETHUX MLl  HEJOMYCTHUMO.
Ha perucrpupyemsie HoMepa TenegOHOB MOCTynaeT uH(popMaius o0 omnepaunusx Mo cyeram/Kapram
KJIMEHTOB, KOJBI/IApONX JUIsl COBEpLIEHHs onepanuil. VYkasaHue TesneOHOB TPETbUX JIUI]
MPEJOCTABIIET UM BO3MOXKHOCTH COBEpIIATh ONepanuu 0e3 KOHTPOJIA Biajesblia cuéTa/KapThl U
muaet [Tonp30BaTesns BO3MOXXHOCTH KOHTPOJIMPOBATh COCTOSTHUE CUETA/KapThI.

[Mogxmrouenue k Cucreme baHk ocymiecTBisieT B cilyyae YCHEIIHOW BepH(HKAIMKA HOMEpa
MoOwmiIbHOTO Tenedona Kimenra.

Ecmu nonxmrouenne k Cucreme ocymiectsisiercs B opuce banka, TO uis NpoOBEICHHS
Bepuukauun KineHTy HeoOXOAMMO COOOIIUTh KOJA MOJTBEPXAEHUs, HalpaBieHHbI baHkom
nocpencTBoM SMS-coobmenus Ha Homep MoOmiIbHOTO Tenedona Kinuenra, padorauky banka.

[Tpu nmoxaxmoyenun k Cucreme B ycTpoiicTBax camooOcnykuBaHus, KimeHTy Heo6xoanmo
CaMOCTOSITENIbHO, 0€3 IMOMOIIM IOCTOPOHHUX, OCYLIECTBUTh BBOJ KOJa IOATBEPXKIACHUS,
HanpaBieHHoro bankoM mnocpenctBoM SMS-cooOuieHnss Ha HOMEp MOOMJIBHOrO TenedoHa,
ykazaHHbll KimeHTOM B ycTpolicTBe camMooO0cCinykuMBaHud @pu mnoxakiIoueHuun k Cucreme, B
CIeLIMAJIbHOE I10JIE€ Ha SKpaHe YCTPOUCTBA CaMOOOCITyKUBAHHUSL.

[Tpu noxxmrouenun k CucreMe Ha OCHOBAaHHMM PACIOPSIKEHHUs, CPOPMHUPOBAHHOTO Ha CaiTe
banka B cetm UutepHer mo aapecy https://online.rshb.ru, Kiuenty HeoOX0omuMo caMOCTOSITEIBHO
OCYIIIECTBHUTH BBOJ KOJIa TIOATBEPKICHHSI, HalpaBiIeHHOro bankom mocpeactBom SMS-coobmienns Ha
HOoMep MoOuiIbHOTO Tenedona Knuenra, 3apeructpupoBannblii B banke i nomyyenus 3-D naponeii.

B cinydae ecnm kox mnonarBepxkieHuss BBeneH KimeHToM He BepHO (B YCTpoOMCTBax
camooOcykuBaHusi/Ha caiite banka B cetm MHTepHer mo aapecy https://online.rshb.ru), Knuenty
He00X0JIMMO OCYIIECTBUTH 3aHOBO MPOLEAYpY MOAKI0UeHHs K Cucteme.

1.2. CBepsATb mpU NPOBEAECHUU OINEpalUil PEKBU3UTHI IEPEeBOAa, B TOM YHUCIE CyMMY
nepeBoja/Iuiarexa Ha dSKpaHe MOHHTOpa ¢ wWHQopmaruei, momydeHHo B SMS-cooOmmiennn, B
KOTOPOM HAmpaBJieH OJHOPa30BbIi maponb wik 3-D mapons mis nmoarBepkaeHus omnepanuu/Push-
YBEJOMJICHUH.

1.3. He npoBomuth aeiictBust B Cucreme M ycTpoilcTBax camooOciyxuBaHusi banka mo
YKa3aHUIO UJIM 110 PEKOMEHAALMSIM TPEThUX JIMI, B TOM 4YHCJIe HE NepeaBaTh/co00IaTh pe3yabTaThl
neictuil B CucremMe M ycTpoiicTBax camoobcmyxkuBaHus banka (J1r00yto nudpoByo min OYKBEHHYIO
nH(}OpPMAILIKIO) TPETHUM JIMIIAM, B TOM YHCIIE MPECTaBIAIOMUMCs paboTHUKaMu baHka.

1.4. bepexHO OTHOCUTBHCS K YCTPOWCTBY, BBIJaHHOMY BaHKOM [UIsl reHepanuu mapoieil Juis
nocrymna Kk Cucreme «HTepHET-0aHK» W MPOBEAEHUs orepaiuii ¢ ucnoib3oBanueM Cucrtemsl. [Tpu
yTpare mapoyis MM BPEMEHHOro Maposii HEeOOXOJMMO B CPOYHOM TIOPSIIKE CaMOCTOSTEIbHO
OCYILIECTBUTH €ro u3MeHeHue win oopatutbest B Konrakr-ienTp banka B cooTBETCTBUM € MyHKTOM 1.8
Hacrosuen [lamsaTku.

1.5. He mnepenaBath TpeTbUM JIMIIAM YCTPOMCTBO, MPHUBA3AaHHOE K YUYETHOW 3alucU
[Tonp30Batess, MO3BOJIAIOLIEE MOJIyYaTh OJJHOPA30BbIe MAPOIH 0€3 HCIIOIb30BaHMSI IIATEKHON KapThl
u [TMH-kona k miaTexHoN Kapre.

1.6. Bepuyts yctpoiicTBo B baHk mpu ero mopue/oTkase oT MCHoib30BaHUS CHcTeMbl THOO
npencTaBuTh B baHk 3asBieHne o0 yTpare ycTpoiicTsa.

1.7. Ucnionb3oBath CucTeMy, PYKOBOJCTBYSACh HMHCTPYKUMSAMH baHka, pa3MelleHHBIMH Ha
ounmansHoM caiite banka B cetn HTepHeT 1m0 agpecy: Www.rshb.ru.

! Homep Tenedona, ohopMIIcHHBII ONEpaTopoM CBA3M HA IEPCOHAILHBIE JAHHbIC KJIUEHTA, aHAIOTHYHBIE TEM, KOTOPbIE
ObLTH TIepenansl B bank npu opopMiieHHH OAaHKOBCKOTO MPOIYKTA WIIA YCITYTH.


https://online.rshb.ru/
https://online.rshb.ru/
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1.8. Oopamarbess B KonrtakT-nentp banka mo Homepam TesiedponoB 8(800)200-6099
(3BoHOk mo Poccmiickoii Denepanum OecriaTHbliil) U +7(495)651-6099 kpyriaocyToyHo mno
CJIEeAYIOUIUM BOIIPOCaM, B CJIy4Yasix:

- yTpaTsl nmaposist (Bp€MEHHOT0 MapoJisi) C BO3MOKHOCTBIO €ro u3MeHeHus: B Konrakt-mieHTpe
banka c¢ mpoxokneHuem Mpoueaypsl HACHTU(UKAIMM B YCTaHOBIEHHOM B banke mopsinke u ¢
MCIOJIb30BaHUEM KOJIOBOTO CJIOBa. B ciydae ecnu Oblia ocymiecTBieHa 0J10kupoBka CHUCTEMBI, TO 10
MOMeHTa pa3onmokupoBku Cucrembl B TmojpasfeneHun banka Hanpasienue Ilonb3oBarento
BPEMEHHOI'0 MapoJisi HEJOCTYMHO. Takke BO3MOXKHO M3MEHEHHE Mmaposisi (BpPEMEHHOIO IMapotii) MpHu
oOparieHuu B Jit00oe nojapasenenue banka,

- yTpartel JoruHa. B cinyudae yrpatel joruHa goctyn k Cucreme Onokupyercs B KoHTakt-
uentpe banka no pacnopsbkenuto Ilonb3oBarens. B ciywae ecnu [lonb3oBarens 3a0bul JIOTHH, TO
uH(popManUsg O TEKYIIEM JIOTHHE MOXeT ObITh mpemoctaBieHa Ilomp3oBatento B KoHTakT-mieHTpe
banka c¢ mpoxokaeHHMeM MpoueAypbl HIEHTU(UKALUA B YCTaHOBIEHHOM B baHke mopsiike u ¢
WCIIOJIb30BAaHUEM KOJIOBOTO CJIOBa. TakyKe JOCTYIHBI WHBIC CIIOCOOBI MOJMYYCHHS WHPOPMAIUH O
jJoruHe, B coorBeTcTBUM ¢ YcnoBusimu JBO. Jlnsg usmenenus noruHa Ilosnb3oBatenb MOXKET
oOparutbes B JF000€ monpaszzaeneHue banka mus opopMIIeHHS 3asBICHHSI HA M3MEHEHUS JIOTHHA. 3a
W3MEHEHUE JIOTMHA Ha OCHOBAaHMM IHCbMEHHOro 3asBiieHHs [lonp3oBarens, nogaHHOTO B
nojipa3esieHne banka, B3uMaeTcss KOMUCCHS B COOTBeTCTBHH ¢ Tapudamu.

2. PexoMeHaauuy mo npeaoTBPALICHHIO HECAHKIIMOHUPYEMOT0 J0CTYIA K 3alMIAeMOi
uHopManum, B TOM YHcJIe IPU yrpare (Imorepe, XulleHnu) yecrpoiicrea Kimenra, KOHTpo110
KOH(UIypauuu yCTPOICTBA, U CBOCBPEMEHHOMY 00HAPYKEHHMIO BO3/1eiiCTBUSI BPeJIOHOCHOI0

Ko/a

2.1. Meppl 1o  o0ecrne4yeHHI0  3alUThl ~ OT  HECAHKIMOHHUPOBAHHOIO  JIOCTYIIA
HEYNOJHOMOYEHHBIX JHIl K ycTpoicTBy lloip3oBarens, ¢ KOTOPOTO OCYIIECTBIISETCS TOCTYN K
cucreme «HTEpHET-0aHK» U «MOOUIBHBIN OaHK»

2.1.1. Xpanuth B cekpere HH(OpMAIMIO, MOTyYeHHYIO OT baHka misi OCyIiecTBICHHS
ayreHTU(uKanuu B CHucTeme: JIOTUH, BPEMEHHBIN MapoJib, OJHOPA30BbIN MapoJib, KO/ aKTUBALUH, a
Takke chOpMUPOBaHHBIN M wucnonb3yeMblil Ilomp3oBatenem mnapons u I[IMH-kon k renepatopy
naposieif, nuppoBoil 00pa3 y3opa KOKU Ha Hajible/uuppoBoil 00pa3 OTCKaHHPOBaHHOrO Jyuia, 3-D
apoJb.

2.1.2. He ocymectBuare Bxoa B CucTreMy B MecTax, e yciyru MHTepHeTa SBISIOTCA
OOlIEeIOCTYIHBIMHA, W/WIM C UCIHOJIb30BaHUEM IYyOJUYHBIX OECIpPOBOJIHBIX CETEH, HalpuMmep,
WutepHer-kade nnm obmecTBeHHbI TpaHcnopt. [Ipu ucnonszoBanun CHcTeMbl B BBIIIEYKAa3aHHBIX
MeCTax He3aMeUINTEIbHO TPOM3BECTH CMEHY JIOTHHA/TIapoisi TPU BO3HUKHOBEHHWH TEPBOM
BO3MOKHOCTH, HE MCIIOJIb3Ysl TyOIMUHbIe OECIIPOBOIHBIE CETH.

2.1.3. 3axomuth B cucremy «MHTepHET-0aHK» TONBKO ¢ opuIMaIbHOTO caiita baHka B ceTH
Wurteprer mo aapecy: http://www.rshb.ru m npu nepexone mo ccwuike https://online.rshb.ru (ampec
CTpPaHMIIBI JIOJHDKEH COBIAIATH OTHOCTHIO, KaX/IbIi 3HAK).

2.1.4. Tlpu ocymuiecTBieHNH BXoJa B cucteMmy «/HTepHeT-0aHK» yOeauThcss B O€30MaCHOCTH
COEIMHEHU S, BKITI0Yasi HATMYME CUMBOJIA 3aMKa B aIpECHOM cTpoke Opaysepa.

2.1.5. Jlns wucnonb3oBaHus cuctembl «MOOWIBHBIA OaHK» OCYIIECTBISATh CKauMBaHUE U
YCTaHOBKY TPUJIOKEHHUS TOJBKO TPHU TIEpexXojie MO CChUIKaM C oduImaabHOro caiita banka B cetn
Wureprer no agpecy: https://online.rshb.ru nnm yepes opunmansapie Marazunsl npuitoxennit (Google
Play https://play.google.com , Apple AppStore https://appstore.com).

2.1.6. YcranaBnuBarh cuctreMy «MoOUIIBHBIN OaHK» ¢ BCTPOCHHBIM T'€HEPATOPOM MapoJiel, B
TOM 4HCIE C aKTUBHUPOBAHHOW (YHKIMEW BXOJa MO OTIEYATKY Iajblla/CKAaHUPOBAHUIO JIWIIA,
UCKJIIOUYUTENIFHO Ha MOOWJIBHBIE YCTPOICTBA, HaXOAsALIMECs B HWHIWBUIYAIBHOM IOJIb30BAaHHH,
3alMIaTh [aposiieM JOCTYH K TakoMy MOOMIBHOMY YCTpPOMCTBY, HE IepelaBaTb MOOWIIbHOE
YCTPOHCTBO TPETHUM JIMIIAM JJISi BPEMEHHOTO HCIIOJIb30BAHMS.

2.1.7. Jlns ocymiecTBieHUs BXojia B cuctemMy «MHTepHET-0aHK» PEKOMEHIYETCsl UCTI0Ih30BaTh
BUPTYaJIbHYIO KJIABHATYPY.



http://www.rshb.ru/
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2.1.8. Tlpu kaxxmom Bxone B Cuctemy IpOBEPATh Ha COOTBETCTBHUE ATy M BPEMS TOCIEIHETO
Bxoja. Ecnu nara m BpeMs MOCIIETHETO BXOJa HE COOTBETCTBYIOT, TO HEOOXOJUMO IPOBEPUTH, HE
IIPOM3BEACHBI JIM HECAaHKIMOHMPOBAHHBIE CIMCAHUS CO cYeTa TPETbUMH JMLIAMH, a TaKxKe
HE3aMeUINTEIbHO U3MEHUTD JIOTHH U NapOoJib.

2.1.9. He ocraBnats 6e3 npucMmorpa CucteMy B aKTUBHOM COCTOSIHMM, HE OCYIIECTBUB BBIXOJ
n3 Cucremsbl cnenuaibHO KHONKON «Bbixom». B cmyuae OesneiictBus [lonb3oBatens B Teduenue 15
MHUHYT, B Lendx Oe3onmacHOCTH baHK aBTOMAaTMUYECKH 3aBEpIIMT CEaHC HCMOJIb30BaHUS CHCTEMBI.
[Tonp30Barten0 HEOOXOAMMO 3aHOBO MTPOU3BECTH ayTeHTH(PHKanuio B Cucreme.

2.1.10. B nensax 6e3omacHocTH B cucreMe «MHTEpHET-0aHK» PEKOMEHIYeTCSI H3MEHSTh JIOTUH
Ha JM000M NIPYroil, yaoOHBIN A 3allOMHUHAHMS, C PETYISPHOCTBIO M3MEHEHHUs He pexe 1 paza B
kBapTan. Takxke, mocie Bo300HOBIeHMs AocTyna k Cucreme Mo NpUYMHE paHee MPOU3BEIECHHOMN
OJIOKMPOBKH, TIpH TEpBOM BXoae B cucremy «MHTepHET-0aHK» PEKOMEHAYETCS IPOU3BECTH
W3MEHEHME JIOTHHA.

2.1.11. Hu npu xakux OOCTOSATENLCTBAX HE CJIEAyeT OTBEYaTh HA IOJO3PUTEIHHBIC 3BOHKH,
3JIEKTPOHHBIE MUCbMa, COOOIIEHUSI B MECCEHKEpax WM COLHUANIBHBIX ceTsiX U SMS-cooOmenus, B
TOM YHCJI€ IEPEXOANTH 10 YKa3aHHBIM B HUX CCBUIKaM, M NMHAChMa U3 COLUAIBHBIX CETEH, B KOTOPBIX
3alpalnBaeTcs KOHpUIeHIMaabHas nHpopManus (JIOTuH, Maposib, 0OJHOPa30BbIi naposs, 3-D naposs
U T.I. MHQOpPMAIUIO), B TOM 4mcie OT paboTHMKOB banka. baHk HHKorma He oOpamaercs K
ITonp3oBarensim ¢ nogoOHBIMU npockbamu. O dakre mogo0HOro oOpalieHus cieayeT HeMEeAJIECHHO
cooOmuTh B baHk.

[Tpu nosmyyeHnn nuceM/coo0IeHUH 1axke OT U3BECTHBIX JIUI — HE NEPEXOAUTH 0 BJIOKEHHBIM
CCBLIKAM, HE aKTHUBUPOBATh KAKHE-IMOO 3JIEMEHThI COOOLIeHUM O0e3 MpeaBapUTENbHOIO MOJIy4YEHUs
MOJTBEPKAECHUS OT OTIPABUTENS] KOPPEKTHOCTH CCBUIKHM/3JIEMEHTa I10 albTEPHATUBHOMY KaHAIY
cesi3u. Hampumep, mosrydeHa ccblika MM BUAEO B cooOiieHnn meccenpkepa WhatSApp u B ycTHO#M
¢dopme 0e3 HCIONIb30BaHUSI MECCEHDKepa IOJIyYeHO HOATBEpXKJIEHHE, YTO OTIPAaBISIOCh UMEHHO
TaKasl CChUIKA UM BUJ€0. JJoOaBneHNe BPETOHOCHBIX CCHIIOK MJIM OOBEKTOB MOTJIM IIPOU30MTH HE 110
BOJIE OTHPABUTEIIS.

2.2. Mepsl mo o0ecriedeHH0 3amuThl ycrpolicTBa KimeHTa OT BO3MEHCTBHSI BPEIOHOCHBIX
porpamMm

2.2.1. He pexoMeHIyeTcsi  yCTaHAaBIWBaTh  IPHIOKCHHUS/OOHOBIEHUS  0OE30MMacHOCTH,
npuiemue B SMS-coo01eHusx/31eKTPOHHOI MoYTe, B TOM YHCIe SKOObl 0T MeHU baHka.

2.2.2. Ha ycTpoHCTBO, B TOM 4YHCII€ MOOWJIBHOE, YCTAHABIHMBATH TOJIGKO JIMIIEH3MOHHOE
nporpamMMmHoe obecrieuenue (anee — I10), perynsipHo U cBOeBpeMEHHO OOHOBIIsIEMOE; Ha YCTPOMCTBO
He J0JKHO ycTaHaBnuBatbes 110, moyueHHOe U3 COMHUTENBHBIX HCTOYHUKOB (HapuMep, CKayaHHOE
¢ (¢ailnooOMEHHUKOB WM TOppeHTOB). CBoeBpeMeHHO OOHOBiIsgeMoe aHTHUBHpycHoe [IO momkHO
paboTaTh B aBTOMAaTUYECKOM PEKUME; HE PEXKE OJHOTO pa3a B HEAEIIO JOJKHO MTPOBOAUTHCS MOJTHOE
aHTHBHUPYCHOE CKaHUPOBaHHE YCTPOMCTBA; B cilydae OOHapYKEHUS MOI03pUTENbHbIE (ailyibl TOIKHBI
OBITh yJaJeHbl, a IPU HEBO3MOXHOCTHU yJajeHHs] — 3a0JI0KupoBaHbl; aHTHUBUpYcHOE [1O He momxHO
OTKJIIOYAThCS HHM TPH KakUX OOCTOATENbCTBAX; PEKOMEHAYETCS YCTaHOBHTh IO YMOJIYAHHIO
MaKCHMaJbHBIH YPOBEHb MOJUTHK O€30MacHOCTH, T.€. HE TPeOYIOUIMIl OTBETOB MOJb30BaTeNsd MpHU
0oOHapy>KEHUH BUPYCOB.

2.2.3.Ha ycrpoiictBO, B TOM 4mciae MOOWIBHOE, HE JIOIYCKAeTCs YCTaHOBKa
cneunanuzuposanHoro 11O i ynaneHHoro aiMuHUCTpUpoBaHus (Hanpumep, Radmin, TeamViewer
U ap.).

2.2.4. Ha ycranoBneHHoe Ha yctpoiictBe [IO HeoOXOIMMO CBOEBPEMEHHO YCTaHABIMBATb
0OHOBJIEHUS 0€30MaCHOCTH OTEPAIMOHHON CHCTEMBI YCTPOMCTBA, a TAK)KE OOHOBJICHUS O€30MaCHOCTH
npukiaaaoro [1O (kenaTensHO B aBTOMAaTHUECKOM PEXHME).

2.2.5. HeoOxoauMo yAensaTh BHHMaHHE pACHIMpPEHHSIM TMoJydaeMbix (haimoB. Daitner,
3apakKeHHbIE BPEAOHOCHOW MPOrpamMMOM, 4acTO MAacKHpYIOTCS TOJI OOBbIYHBIE Tpaduueckue, ayauo,
Buzeo Qaitnsl win Qaitasl nputokenuit MS Office u Adobe Reader (¢ pacmupenuem .pdf), a Taxxke
apX¥BBI, COJEpXKallie BBILIeTIepeuncieHHble (ailnbl. Pexxum oToOpakeHus pacuipeHus ¢aitnos
JIOJKEH OBITh BKJIIOUEH NMOCTOSTHHO. He pexkoMeHayeTcs OTKpbhIBaTh BIIOKEHUS JIEKTPOHHBIX MHUCEM,
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MOJyYEHHBIX OT HEM3BECTHBIX BaM ajpecaroB. Takue MHUCbMa JIydllle HEMEIJICHHO YAalIUTbh, KaK U
TO0BIC TIOI03PUTEIBHBIC COOOIIICHUSI.

2.2.6. IIpu ucnosnb3oBaHNM Opay3epa HE NMEPEXOIUTh MO CChIJIKE M HE HaKUMaTbh KHOIKHU BO
BCIUTBIBAIOIIMX OKHaX. [IpM MONyY4eHUH CCHUIOK IO D3JEKTPOHHOM IMOYTe WM B MECCEHDKepax
pPEKOMEHAyeTCs CKONMPOBaTh CCBUIKY, BCTaBUTh B aJPECHYIO CTPOKY HCIIOJIb3yeMoro Opaysepa u
yOeauThCs, UTO a/Ipec COOTBETCTBYET HHTEPECYIOIIEMY 3aIpocCy.

2.2.7. Pexomenayercst wu30beraTb CalTOB, KOTOPhIE MOTYT HMMETh HE3aKOHHOE W/WIH
BPEIIOHOCHOE cojiepkanue. He cienyer ycTaHaBIMBaTh W/WIM COXpaHATh 0O€3 MpeaABAPUTEIBHOMN
aHTUBUPYCHOM MPOBEPKH (ailyibl, IOJyYEHHblE M3 HEHAJS)KHBIX HCTOYHHUKOB: CKAadaHHbIE C
HEM3BECTHBIX Web-CaiiTOB, MPHUCIAHHBIE MO AJIEKTPOHHON MOYTE WM IMOJyYEHHBIC M3 MHBIX paHee
HEM3BECTHBIX I10JIb30BATEII0 HCTOYHHUKOB.

2.2.8. PexoMeHayeTcsl peryssipHO BBIIOJIHATH PE3EPBHOE KOMUPOBAHHE BAXXHON MH(OpMaIum,
a TaK)Ke UMEeTh CUCTEMHBIH 3arpy304HbIi IUCK Ha CIy4ail IOJO3pEHHs Ha 3apa)KeHNe KOMIIBIOTEPA.

2.3. CriernanbHble  PEKOMEHJIAIMK 110 OOECIIEYCHUI0 HWH(GOPMAIMOHHON 0€30MacHOCTH IPH
[10JIb30BaHUHU MPUIIOKEHUSIMH Ha MOOMIIbHBIX ycTpoiicTBax Ilonb3oBarens

2.3.1. Kareropuuecku He pexomeHayercs coxpansats I[IMH-kox k reneparopy maposieii u
IIOCTOSIHHBIN MapoJib Ha MOOMJIbHOE YCTPOMCTBO, Ha KOTOPBIX 3aIlyCKAETCsl MOOMJIBHOE IPUIIOKEHUE
CucTeMmsl, MpUMEHsIEMOE JIJIsl COBEpIICHUST (PMHAHCOBBIX OTIEPAIIHA.

2.3.2. He pexomennayercs coxpansats [ITH-kox k reneparopy naposei ¥ ocTOSHHbIN apoJib
B TEKCTOBBIX (haiiylax Ha KOMIBIOTEpax JIMO0 Ha JPYTUX IEKTPOHHBIX HOCUTEINSAX HH(OPMAIIHH.

2.3.3. llpu monydyeHHWH BpPEMEHHBIX MapOJIel/OAHOPA30BBIX Mapoiyiell mocpeactBom SMS-
cooOmieHnit oOpamiaTh BHMMAaHHWE Ha OTHpaBHUTENA. baHK OTHpaBiseT COOOMICHHS TOJBKO OT
abonentoB RSHB.

2.3.4. PexoMeHyeTCsl CBOCBPEMEHHO YCTAHABIMBATH JOCTYITHBIE OOHOBJICHUS OINEPAIMOHHON
CHCTEMbI U NPHIIOKEHUH Ha MOOUIIBHOE YCTPONCTBO.

2.3.5. Pexomenayercs 3aBepmiatb padOTy C MOOWJIBHBIM TPHIIOKEHHUEM dYepe3 3aBepIeHHE
CECCUU C UCIOJIb30BAHNEM CIIELMATIbHON KHOMKU «BbIxom».

2.3.6. B cmydae BHe3ammHOTO MpUoCTaHOBICHUS PaboTel SIM-kapTer it HOomepa TenedoHa,
KOTOPBIN SBJISIETCSl 3apEeTUCTPUPOBAHHBIM HOMEpPOM JUIsl HampasiieHHs: bankom SMS-coobuienwit,
HE3aMeUTTEIHHO O0PaTUThCA K ONepaTopy MOOMIIBHOW CBSI3M JUIS BBISICHEHUS PUYHH OJIOKUPOBKHU
(BO3MOXXHO HE3aKOHHOE MW3TOTOBJIIEHHE TpeThbUMU JullaMu nyonukara SIM-kaptel). B ciyuae
He00XO0JIMMOCTH OCYIIECTBUTDH O10KHPOBKY CucteMsbl, oOpaTuBiirch B KontakT-ienTp banka.

2.3.7. Ilpu yrpate MOOWUIBHOIO YCTPOMCTBAa, Ha KOTOPOE YCTAHOBJIEHO MOOHIIBHOE
MPUJIOKEHNE, CIIeNyeT He3aMeIUIMTENIbHO OOpaTHThCS K CBOEMY OIEpaTopy COTOBOW CBSI3U IS
O6mokupoBkr SIM-kapTbhl, 3a0JIOKUpOBaTh JOCTYH B MOOMJIBHOE TNPUIOKEHHE MpPHU TOMOLIH
cnenpanuctoB  banka, a Takke oOpatuThcst B baHK IS BBIABICHHS ~ BO3MOXKHBIX
HECAHKIIMOHUPOBAHHBIX OMEparIvi.

2.3.8. Tlpu cmene Homepa TenedoHa HEOOXOAMMO HE3AMEUIUTENIHEHO COOOIIUTH 00 ITOM B
bauk.

2.3.9. PexomMeHayeTrcs peryisipHO KOHTPOJIUPOBATh COCTOSHUE CBOMX CUETOB W
HEe3aMeUTTEIbHO COO0IaTh COTpyAHIKaM baHka 0 HECAaHKIIMOHUPOBAHHBIX OIEPALUsX.

2.4. TpeboBaHUs, IPEIBSIBIIEMBIC K TIAPOJISIM TSl 00eCTIeueHHsI 3aUThl HH()OopMaIim

2.4.1. TpeboBaHus K GOPMUPOBAHUIO MAPOJIS:

- TIapoJIb IOJKEH COJIepKaTh HE MEHee 8 CHMBOJIOB;

- Tapojib JOJDKEH CoJepXaTb KaKk MUHUMYM [0 OJHOMY CHMBOJY W3 OYKB HMXKHETO H
BEPXHETO PETUCTpa, NU(GPHI ¥ 3HAKKA IPETTUHAHNUS;

- B KayecTBE Iapoiisi HE CIeyeT UCIOJIb30BaTh UM, (GaMUIINIO, I€Hb POXKICHHUS U JpYyrue
NMaMsTHBIE 1aTbl, HOMep TenedoHa, aBTOMOOWIS, ACBHYBI0 (aMHIHIO MaTepd W JpyTHe JaHHBIC,
KOTOpbIE MOTYT OBbITh MOJOOpaHbl HEYMOJIHOMOYEHHBIMH JIMLAMH IyTE€M aHalu3a MHPOpPMALUU O
I10JIb30BATEIIE;

- B KayecTBE Mapoisi HE JOJDKEH HMCIOJB30BaThCAd OAMH M TOT )K€ MOBTOPSIIOIIUICS CHMBOJ
1100 KOMOMHAIUSA U3 HECKOJIBKUX PSIOM CTOSIIUX CUMBOJIOB;

- HE PEeKOMEHJYETCsl CTABUTh OJIUH U TOT K€ MapOJIb I JOCTYIA K pa3IMYHBIM CUCTEMaM;



2.4.2. TpeboBaHUs K XpaHEHUIO MAPOJIA:

- HC PCKOMCHAYCTCH 3allMChIBAThH IIAPOJIA Ha 6YMa)KHBIX HOCUTCJIAX UIINU B TEKCTOBBIX (pal‘/'max
Ha paboyeM MecTe, OCTaBISATh MX B JIETKOJOCTYITHBIX MECTax, IepenaBaTh HEYMOTHOMOUYCHHBIM
TUIaM;

- HE PEKOMEHJIYeTCsl COXPaHATh MapoJib OT AOCTyNa K cucteme «MHTepHeT-0aHK» B Opaysepe.

2.4.3. I[Ipoune TpeboOBaHUS:

- TIpU OCYIIECTBJIICHUU MEpPBOro BXxoaa B CHUCTeMy U3MEHHUTh BPEMEHHBIN MMapojib Ha Mapolib,
KOTOPBIN CMOJKETE 3alIOMHHUTh. PekoMeH1yeTcs M3MEHSTh MapoJib He pexke | pas3a B MecsIl,

- Tapoib B 00S3aTEIBHOM MOPSAKE IMOIJICKUT W3MEHEHHIO B TOM CIllydae, €CIIM OH CTal
HU3BCCTCH INIOCTOPOHHEMY JIMIY WJIM Y HOJB30BATCIIA ©CThb NOAO3PCHUA, YTO MAPOJIb CTaJl U3BCCTCH
MIOCTOPOHHEMY JIUILY.

3. eiicTBus Ilosb30BaTelisi NpU KOMIIPOMeETAIIUU

3.1. Ilpm mnonmo3peHHH Ha KOMIOpPOMETAlMIO (BO3HUKHOBEHHE TMOJO3PEHHUI Ha YTEUKY
nH(OPMAIINN) WK yTpaTe:

- JIOTHHA,

- maposs (B T.4. BpEMEHHOI'O IapoJis);

- OJIHOPA30BOTO MapoJif;

- 3-D mapomns;

- yCTpOWCTBa, MPUBSI3aHHOTO K Y4eTHOI 3anucH [lonb3oBarens;

- [IMH-xoxa k reHepaTopy napoJien;

- uudpoBoro obpaza orckaHupoBaHHOTO nulia [loap30BaTens, XpaHAIerocs B 3alIUIIIEHHOM
XpaHwInIle MoOmIbHOTO ycTporicTBa [lomp3oBarerns;

- uudpoBoro odbpasa y3opa kKoxu Ha naiublie [loap3oBaTens, XpaHAILIErocs B 3alUIIIEHHOM
XPaHWINIIE MOOMIIBHOTO YCTPOMCTBA;

- KOJa aKTHBallUH,

- KoJa MOATBEPXKACHUS,

a Takke B cilydyae oOHapyxkeHHs (akra coBepuieHHs B Cucteme omepauuu 0e3 corjiacus
[Tonb3oBarens, HO HE MO3JHEE IHS, CIEAYIOIIEro 3a JHEM IMoJlyueHus oT baHka yBegomiieHUs O
COBEpLIEHUM Takoi omnepaiuu, Ilonbp3oBarento HEOOXOIUMO HE3aMEUIMTENIbHO HamnpaBuTh B baHk
COOTBETCTBYIOIIEE yBeaoMieHue, oOpatuBmuck B Kontakt-nentp banka wmu B mroboe
nojpasnenenue banka, a Takke He3aMeATUTENFHO IPOU3BECTH 3aMEHY JIOTHHA U apoJIs.

3.2.  Ilpm momyuenun wHpopmaruu oT [lonp3oBarens O HACTYIUICHHH JFOOOTO COOBITHSA,
ykazaHHoro B nyHkre 3.1 Hacrosimeit Ilamarku, bank He3aMeanuTEeNbHO MPOU3BOAUT OJOKMPOBKY
Cucrtemsl 1 undopmupyet [lonp3zoBarenst 0 JTaHHOM COOBITHH.

3.3.  Jlnsa pa3bnokupoBku goctyna k Cucrteme, B ciaydae, eciau 0okupoBka CucteMsl Oblia
npousBeneHa no uHunMatuee Ilomp3oBarens, Ilonmp3oBarento HEOOXOIMMO OOpaTUTHCS B JHO0OE
nojpasnenenue baHka ¢ JOKYMEHTOM, YJOCTOBEPSIOIIMM JIMYHOCTb, JJIsl IMOJAYM 3asBJICHUS Ha
noakroueHue. [Ipu pazbmokupoBke Cuctembl baHKOM TPETOCTaBISIOTCS MPEXKHUN JIOTUH U HOBBII
BpPEMEHHBIN TapoJIb.



